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The landscape of the electronics industry is changing. 

And it's all about the apps. Building complete systems that are application-ready is now 
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of partners, we tackle what's now and survey what's next. And from our point of view, 
a revitalized industry is on the horizon. 
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4G Arrives 

Verizon Wireless recently launched its 4G LTE 
(Long Term Evolution) network in 38 metropolitan 
areas and 60 airports across the U.S., promising 
to serve more than 110 million customers with 
service up to 10 times faster than 3G cellular. We 
spoke with Verizon Wireless about the launch 
in a Q&A that begins on page 10. We also 
discussed the carrier's business-class 
smartphones and the relevance of 
Android-based phones 
for business. 
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The new Visual Collaboration 
Executive Desktop from 
HP is a software-based 
videoconferencing solution 
that works with touch-based 
computers such as HP's 
TouchSmart600PC 

I HP Launches 
Visual Collaboration 
For Desktops & 
Conference Rooms 

HP launched Visual Col- 
laboration, a software- 
based videoconferencing 
solution the company 
announced earlier in 
2010. The two products 
included in the launch 
are the HP Visual Col- 
laboration Desktop and 
the HP Visual Collabora- 
tion Executive Desktop. 
The former is designed 
for at-desk use; the 
latter is for conference 
room use and includes 
the touch-based HP 
TouchSmart 600 Quad 
computer, a camera, and 
headset accessories. 
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I IBM & European 

Partners Announce Cloud Vision 

IBM and 15 European partners have launched 
an initiative focused on cloud-based storage 
and rich data delivery. The plan, called VISION 
(Virtualized Storage Services for the Future Inter- 
net) Cloud, will entail the development of a new 
type of storage cloud architecture designed to 
meet the future needs of cloud storage service 
and content delivery providers. 



I Salesforce.com Plans 
Cloud Database Service 

Salesforce.com recently launched its own 
Web-based enterprise database service, Data- 
base.com, which will compete with offerings 
from Microsoft and Oracle. In a statement, 
Salesforce.com Chairman and CEO Marc 
Benioff said, "We see cloud databases as a 
massive market opportunity that will power 
the shift to enterprise applications that are 
natively cloud, mobile, and social." Database 
.com will serve Salesforce.com's 87,000 cus- 
tomers with an open and secure environment 
for creating such apps. 



I Oracle Announces Desktop 
& Web Office Suites 

Oracle recently released Open Office 3.3, a 
new version of its desktop productivity suite, 
and announced the upcoming availability of 
a Web-based version of the suite called Oracle 
Cloud Office. Both suites support the ODF 
(Open Document Format) and open Web 
standards and, optionally, the sharing of files 
with Microsoft Office. Oracle Cloud Office 
will compete with Microsoft Office 365 and 
Google Apps For Business. 
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I Dell To Buy Data Storage 
Company For $960 Million 

Dell will add to its enterprise 
storage offerings with the ^v 

acquisition of Compelled, CO m pe || ent 
known for its Fluid Data 
Storage family of products for reducing the cost 
of storage management. Compellent, which 
serves a range of industries in 35 countries, will 
continue to operate in its Eden Prairie, Minn., 
location. Dell will fold Compellent into its en- 
terprise storage portfolio while investing in the 
company's continued growth. 



I Rackspace Launches 
Managed Cloud Solution 

Rackspace, which offers hosting and related ser- 
vices for a variety of business needs, announced 
its first managed cloud offering: Cloud Servers. 
Designed for businesses that want a cloud envi- 
ronment but also need support, Cloud Servers 
includes Rackspace's Fanatical Support for 24/7 
managed service. Rackspace also provides moni- 
toring alerts, technical guidance, and general 
guidance with Cloud Servers. 

I At $212M, Heroku Will Be 
Salesforce.com's Largest Acquisition 

Salesforce.com Chairman and CEO Marc Benioff 
says, "The next era of cloud computing is social, 
mobile, and real-time. I call it Cloud 2." That's an 
indication of where the enterprise cloud comput- 
ing company is headed in general and with the 
acquisition of Heroku. The San Francisco-based 
Heroku is known for Ruby, its PaaS (platform 
as a service) for building and deploying cloud- 
based apps. A post on Heroku's blog indicates 
that cloud-based enterprise-level app develop- 
ment is the "next level" for the company. 



I Google Introduces 
Enterprise Email Continuity 

Making use of Postini, the email security and 
compliance firm Google acquired in 2007, 
Google introduced a new messaging continuity 
service for enterprise customers. Google Mes- 
sage Continuity works for businesses running 
Microsoft Exchange or a similar email system 
by providing backup and continuous cloud- 
based access to email, contacts, and calendar 
information, even during on-premises system 
outages or scheduled maintenance. 

I Sprint Announces Network Vision 

Sprint announced a new initiative called 
Network Vision, which will "consolidate 
multiple network technologies into one, 
seamless network." Sprint will spend be- 
tween $4 billion and $5 billion on Network 
Vision, and will work with Alcatel-Lucent, 
Ericsson, and Samsung to build infra- 
structure and add software and services to 
improve its overall network offerings and 
performance. In separate news, The Wall 
Street Journal reported that Sprint will begin 
phasing out its Nextel network in 2013. 



I Google Unveils 
New Smartphone 
The new Nexus S smartphone, which 
should be available within weeks 
after this issue prints, is Google's 
second stab at offering an unlocked 
(that is, find your own carrier) smart- 
phone direct to customers via the 
Web. It remains to be seen how well 
the move will go over with custom- 
ers, who will find only T-Mobile will 
support the phone in the U.S., but the 
phone's specs are highly competitive 
with other iPhone-like devices. Also, 
it runs Android 2.3 (aka Ginger- 
bread), which includes VoIP and the 
ability to transform the phone into a 
Wi-Fi hotspot. 



I Cisco To Buy LineSider & 
Enhance Its Cloud Services 

Cisco Systems stands to enhance its 
data center virtualization solutions 
with the acquisition of the Danvers, 
Mass.,-based LineSider Technologies. 
LineSider makes OneDrive, soft- 
ware that automates and secures the 
process of moving business custom- 
ers to a cloud-based infrastructure. 
LineSider 's software makes it easy 
for businesses to manage all of their 
network resources — physical and 
virtual — when moving to cloud- 
based systems. 



I Expedia Buys 

Mobile Software Developer 

Online travel service Expedia an- 
nounced plans to acquire Mobiata, 
a mobile software development 
company that was founded in Min- 
nesota in 2008 and moved to Ann 
Arbor, Mich., in 2009. Mobiata is 
known for its flight-related mobile 
apps, including FlightTrack Pro 
and FareCompare. According 
to an Expedia press release, the 
company will gain from Mobiata 
"the proven ability to design and 
execute the most compelling travel 
apps available." Terms of the ac- 
quisition were not disclosed. 
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STARTUPS 




Content "reimagineers" 
and Flipboard co-founders 
Mike McCue (also CEO; 
left) and Evan Doll recently 
won over some major 
content providers. 



I Content Providers Like 

Flipboard's New Framework 
In case you missed the hype last 
summer about Flipboard (www 
.flipboard.com), the startup com- 
pany made a splash by launching 
a magazine-like reading experience 
for the Apple iPad's large, clear, 
and colorful display based on con- 
tent drawn from social media sites. 
Flipboard called its iPad app the 
"world's first social magazine" and 
won both praise (for transforming 
Facebook and Twitter posts and 
online content into highly ap- 
pealing print-like layouts) and crit- 
icism (for scraping text and images 
from Web sites rather than using 
the limited content sites provided 
through RSS feeds). 




See how much faster your site can be with Blaze! 



More recently, Flipboard gained 
the attention of eight prominent 
media companies, which worked with 
Flipboard to showcase their content 
on a new version of the app. The 
move, which Flipboard announced 
as a test run, will let users access ar- 
ticles, images, video, and audio from 
ABC News, All Things Digital, Bon 
Appetit, Lonely Planet, SB Nation, 
SFGate, Uncrate, and The Washington 
Post Magazine. Content appears 
within the Flipboard app in a way 
that echoes the design of print maga- 
zines. Flipboard is available only for 



I Blaze Bets You Need 
A Faster Web Site 

The Ottawa, Ontario, Canada-based 
Blaze (www.blaze.io) launched 
in November 2010 with a focused 
message: Optimize your company's 
Web site and you will experience 
more benefits than you might have 
imagined. In addition to the obvious 
speed-related benefits (a faster Web 
site is a friendlier Web site, so more 
visitors are likely to stick around and 
return to it again), optimizing a Web 
site helps reduce costs associated 
with bandwidth consumption and 
server loads. Blaze is the latest ven- 
ture for CEO Michael Weider, who 
founded Web security assessment 
firm Watchfire until IBM acquired it 
in 2007, and then became director of 
security solutions at IBM's Rational 
Software division before leaving to 
found Blaze. 



Blaze is a 

Canadian 

startup 

offering 

Web site 

optimization 

andCDN 

(Content 

Delivery 

Network) 

hosting. 



I Why Worry About 
Cloud Security? 

Say the phrase "cloud computing 
for business" to anyone in IT and 
the first bell to ring in his mind is 
likely a security alarm. That alarm 
is exactly what the startup firm 
Navajo Systems (www. navajo 
systems.com) wants to dampen 
with its newest offering: Virtual 
Private SaaS (software as a ser- 
vice) for Salesforce.com. Navajo 
Systems, which is headquartered 
in Israel and has a New York 
office, already offers VPS for 
Google, IBM, and Oracle prod- 
ucts. The firm is likely to gain 
more steam with its new product, 
which is designed to remove con- 
cerns about regulatory compliance 
and data security for Salesforce. 
com customers. 



I Enterprise Video Startup 
Raises $10.7 Million 

Kontiki (www.kontiki.com), now 
headquartered in Mountain View, 
Calif., had risen from startup to 
VeriSign property until VeriSign 
shed Kontiki and other companies 
not directly related to its core 
Internet business in 2008. Now 
Kontiki is back in the spotlight 
after raising $10.7 million in 
Series B funding from MK Capital 
with Cross Creek Capital and 
New World Ventures. Kontiki is 
a company to watch now for its 
high-quality enterprise video ap- 
plications, and it will be a company 
to track in the future as bandwidth, 
teleconferencing needs, and reliance 
on video communications continue 
to increase. Working toward its 
stated goal of "video communica- 
tion everywhere," Kontiki most 
recently launched CEO Connect in 
conjunction with BT Conferencing; 
CEO Connect is a solution that en- 
ables direct video communication 
between the head of a company and 
all employees regardless of location. 
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free for the life of your package. 

Unlimited Traffic 

Unlimited traffic to all websites in your 
1&1 hosting package. 

Developer Features 

Extensive language support with PHP 5/6 
(beta) with Zend Framework and git version 
management software. 

Online Marketing Tools 

SEO tools to optimize your website. 

1&1 Webstatistics makes it easy to monitor your progress. 

Green Data Centers 

We're committed to hosting your site with 
a minimal impact on the environment 



Get started today, call 1-877-GO-1AND1 
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6 MONTHS 



1&1® BUSINESS PACKAGE: 

■ 3 Included Domains 

■ Private Domain Registration 

■ 250 GB Web Space 

■ UNLIMITED Traffic 

■ NEW: Version Management 
Software (git) 

■ 2,500 E-mail Accounts 

■ 50 MySQL Database (100 MB) 

■ 25 FTP Accounts 

■ E-mail Marketing Tool 

■ 24/7 Toll-free Customer Support 

$A49r 

Need more domains? 

.info domain only $0.99 first year 

.com domain only $4.99 first year* 

More great offers available on our 
website! 




www.1and1.com 
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I The Gadgets 
Americans Use 

According to a recently 
published Pew Internet 
& American Life Project 
survey, mobile phones 
topped the list of gad- 
gets Americans reported 
owning (85% said they 
had cell phones or smart- 
phones). Computers came 
in second (76% said they 
owned either a desktop 
or notebook computer), 
just ahead of digital audio 
players (47%), with addi- 
tional results highlighting 
the trend of declining 
desktop ownership as 
laptop sales rise. And 
although they continue 
to grab headlines, 
e-readers (5%) and tablet 
computers (4%) are still 
niche devices. 



I Build It & They Will Come 

If you're in the retail business, it's time to get serious about your com- 
pany's mobile Web presence. That's the message from Brand Anywhere 
and Luth Research, who released results from a survey conducted last 
fall showing that 51% of consumers are "more likely to purchase from 
retailers that have mobile-specific Web sites." According to research firm 
eMarketer, this is how the numbers break down by product category: 
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I Is Your Company At Risk For A Phishing Attack? 

Education about what phishing is goes a long way in helping users 
recognize attacks and prevent harm to computers and networks. 
Phishing schemes can involve email messages made to look as if they 
come from legitimate sources (such as a bank). Or they can capitalize on 
user misspellings of Web addresses or a lack of caution when filtering 
good search engine results from bad. In most manifestations, however, 
phishing leads unsuspecting users to a Web site that's designed to look 
like a trustworthy source so visitors will lower their guard and enter 
useful personal information. Below is a look at the methods used for 
phishing, according to Symantec's November 2010 "State Of Spam And 
Phishing" report. 




I Automated Toolkits (these can create qulck-and-easy fraud sites) 

Free Web Hosting Sites (free hosting sites are popular with crooks) 
I IP Address Domains (although sometimes legitimate, be wary of IP addresses in URLs) 
I Typosquatting (type carefully as one out-of-place letter could land you in trouble) 
I Other Unique Domains (phishing sites abound, so be careful where your browsing leads you) 



I 4G Gaining Steam 

Of the projected 6.4 billion mobile 
subscribers worldwide by 2015, 
169 million will use a 4G service, 
if ABI Research's expectations 
are correct. Looking at WiMAX 
in particular, the firm noted that 
the market grew 91% between 
Ql and Q2 2010 alone. Similarly, 
revenues for the 4G technology 
LTE (Long Term Evolution) are 
growing quickly; according to 
Juniper Research, they should 
reach $100 billion by 2014. 

I Mobile Video Calling 
Ready To Take Off 

Video calling via mobile phone 
hasn't become a common mode 
of communication, but Juniper 
Research points to the inclusion 
of video calling features in popular 
new smartphones as a positive sign 
for the technology. Juniper predicts 
that although video calling won't 
become mainstream, the number 
of users will reach 29 million world- 
wide by 2015. According to the 
Pew Internet & American Life 
Project, 7% of U.S. cell phone users 
surveyed last summer "have par- 
ticipated in video calls, chats, 
or teleconferences." 

I Swift Business In SIM Cards 

One market that isn't taking a 
hit from the economic downturn 
is the SIM (Subscriber Identity 
Module) market. SIMs are the 
little cards that uniquely iden- 
tify a mobile phone and provide 
the phone with a phone number 
and active carrier service, and 
as the market for mobile phones 
continues to expand, so does the 
SIM market. According to an 
ABI Research report forecasting 
growth through the end of 2010, 
the SIM market will have grown 
10% worldwide with nearly 3.8 
billion shipments. 
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DataRecovery.com (formerly ESS Data Recovery) 
has your business covered with: 



Data Recovery Services 



Call 1-800-237-4200 and send the affected hard drives to our labs. Our 
engineers will provide a free quote and, with your approval, restore the 
drives' data and return it on your medium of choice. We provide forensics 
services, as well. 

RAID & SAN Data Recovery 

Our regularly trained, highly qualified engineers are ready to handle RAID 
and SAN failures of any kind. We provide 24/7 emergency service and 
Anytime Updates™ so you know the status of your case at all times. 

StorGrid Online Backup Service 

Get unlimited online data storage with Blowfish 448-bit encryption for 
security. StorGrid is affordable for businesses of all sizes and ensures your 
data won't be lost in the event of disaster. 

Right-Away Service For All Recovery Needs 

DataRecovery.com works with all platforms, has multiple locations 
worldwide, and has an immense store of specialized equipment on hand 
for rapid duplication or conversion needs whether the project involves 
100 units or 100,000. 

Professional Data Recovery Is A Phone Call Away 

1-800-237-4200 | DataRecovery.com 
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Lindsay Notwell is 
Executive Director, 4G 
LTE Strategy & Planning, 
for Verizon Wireless. 



The LGVL600 4G 
USB Modem ($99.99 
after $50 rebate with 
a 2-year contract; 
www.verizonwireless 
.com) supports data 
speeds 1 0X faster 
than 3G. It also in- 
cludes an LED Service 
Status Indicator and 
internal antenna. 



Next-Generation Data 
& Communications 
Have Arrived 

Verizon Wireless Discusses Today's 
Business Devices & 4G LTE 



by Joanna Clay 



Verizon Wireless is positioned to have a great 
year. The company recently rolled out its ad- 
vanced data network, using LTE (Long Term 
Evolution) technology, in the U.S. Optimized to in- 
crease speeds and significantly reduce lag time, AG 
LTE is ushering in a new phase of high-speed com- 
munication and mobile data usage. And Verizon's 
Android-based 3G smartphones have taken the 
market by storm for business users and consumers 
alike. We spoke with Lindsay Notwell, Executive 
Director, 4G LTE Strategy and Planning, for Verizon 
Wireless, to learn more about the company's 4G LTE 
deployments, and to explore the Android OS from a 
business perspective. 

Q Android is turning out to be a big success with 
consumers. Do you think Android smartphones 
will gain favor with business users, as well? 

A The flexibility and the openness of the Android 
platform is very attractive to enterprise customers 
as they look to incorporate the device into their op- 
erations with custom applications available to their 
employees for job related or company specific applica- 
tions. For small business customers, the 100,000 ap- 
plications available on Android offer a host of options 
to help them increase their productivity and efficiency. 




QMany of PC Today's readers are executives 
and business owners who travel and rely 
heavily on their smartphones. What adjustments 
has Verizon Wireless made to the software or 
settings on Android smartphones to make them 
more appropriate for business use? 

A Smartphones have their roots in corporate 
America. Long before there was an Android 
device, business users were dependent on smart- 
phones to stay connected while mobile. Email, cal- 
endar, and personal information such as contacts 
are a mainstay of smartphones. The primary means 
of interacting with a corporate server is Microsoft 
Exchange, and all Droid devices from Verizon 
Wireless offer this feature. Additionally, the de- 
vices allow for multiple email accounts so busi- 
ness customers can use a single device for personal 
and business email. All Verizon Wireless Android 
smartphones offer these features, but to the corpo- 
rate customer there is an additional need and that 
is the security feature needed to be able to remotely 
wipe company data should an employee leave the 
company or lose the device. Good, a well known en- 
terprise platform, is compatible with Android and 
allows this feature. Additionally, Verizon Wireless 
just introduced two new Droids by Motorola that 
may appeal to enterprise customers: the Droid Pro, 
which offers the highest security available on any 
Android device; and the Droid 2 Global, which is 
(like the Droid Pro) a global device important to 
those business customers traveling internationally. 

QAre there other features that make Android 
particularly well-suited for business use? 

A Verizon Wireless unveiled the mobile man- 
agement application Field Force Manager for 
business customers on Android devices. The ap- 
plication lets customers take advantage of features 
within industries ranging from transportation and 
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LTE enables Verizon Wireless to continue to meet business customers' demands 
for a high-bandwidth, low-latency service that works broadly in the United States 
and has become the de facto standard globally. 



distribution to mobile healthcare and business 
services. With the addition of a free download of 
the ZXing Barcode Scanner application, customers 
with Field Force Manager Basic can use the phone's 
built-in camera to scan 1D/2D barcodes and cap- 
ture information instantaneously. 

Q Regardless of platform, what are some 
Verizon smartphones that are particularly 
popular with businesses right now? 

AWhile Android is rapidly being accepted by 
business customers, BlackBerry smartphones 
are still the device of choice by many enterprise 
users. The BlackBerry has a heritage as an email- 
centric device; and Research In Motion, the manu- 
facturer, moved into the wireless space several 
years ago with a predisposed business clien- 
tele. Verizon Wireless currently sells the BlackBerry 
Bold, the BlackBerry Storm, the BlackBerry Curve 
3G, and the BlackBerry Tour. 

Verizon Wireless offers approximately 22 smart- 
phones inclusive of Motorola, RIM, HTC, LG 
Electronics, and Palm. Our commitment to our cus- 
tomers is to give them choice so they can find the 
device they prefer on the platform they prefer. 

Q Verizon has championed LTE as the 
best technology for 4G communica- 
tions. What makes LTE particularly well- 
suited for Verizon and its customers? 

A LTE enables Verizon Wireless to con- 
tinue to meet business customers' 
demands for a high-bandwidth, low- 
latency service that works broadly in 
the United States and has become 
the de facto standard globally, 
while helping the company meet 
customers' demand for mobi- 
lizing the many applications 
they frequently use when 
tethered to high bandwidth 
wired networks. 

QAs customers move 
between 3G and 
4G coverage areas, we 
presume service will 
automatically adjust and 



that customers will notice differences in the speed 
of data service. Is the handoff between 3G and 4G 
seamless? 

A Customers moving from Verizon Wireless 3G 
to 4G can expect increased speeds of 10X and 
will not lose their connection. If they're on 3G it au- 
tomatically adjusts up; if they're on 4G it automati- 
cally adjusts down. And that's typical of how we 
do technology transitions. We did that with IX to 
3G: you automatically go up and automatically go 
down. Not only will customers notice a speed dif- 
ference, but it will show them the change on the de- 
vice. There's a little dashboard on your laptop we 
call VZAccess Manager [when a Verizon Wireless 
USB modem is connected to it]. So when you log 
on, VZAccess Manager pops up. It looks like a 
toolbar with a Connect button. When it connects, it 
will show you what you're connecting to. 



Q 



We understand Verizon doesn't comment 
on future plans (and we expect interesting 




While BlackBerrys are 
still the smartphone 
of choice for many 
Verizon Wireless 
business customers, 
Android-based 3G 
smartphones are also 
strong sellers. 
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things to come out of the International Consumer 
Electronics Show in early January), so can you tell 
us what Verizon products businesspeople can use 
right now to make use of Verizon's LTE networks? 

A We plan to announce several new devices at 
the Consumer Electronics Show in January. But 
right now customers have two USB modems from 
which to choose. These are the LG VL600 4G USB 
Modem and the Pantech UML290 4G USB Modem. 



available specifically in airports? 

A Verizon Wireless recognizes that, more than 
ever, "road warriors" need access to speed. 
So by making sure major airports are covered by 
4G, we are also providing customers with the best 
technology so they can continue to work, manage 
their businesses, and stay in touch with those im- 
portant to them while traveling. 



QWhy did Verizon 
Wireless choose LTE? 

A We felt that LTE would 
provide customers with 
the best experience and most 
consistent service nationwide. 
Verizon looked at a number 
of options and chose LTE over 
WiMAX because we felt cus- 
tomers would have a better 
experience [with LTE]. We 
have carefully evaluated and 
benchmarked all 4G technolo- 
gies (including UMB, WiMAX, 
and LTE) for the last few 
years. Technical characteristics 
(data rates, capacity) are com- 
parable. We selected LTE be- 
cause of global scale advantages, a healthy vendor 
ecosystem, and widespread roaming potential. This 
decision also creates a unique opportunity for 
Verizon and Vodafone to jointly develop new inno- 
vative services on a common platform. Also, a critical 
component of our LTE performance is the seamless, 
nationwide footprint of prime 700MHz spectrum 
that Verizon's 4G network rides on; 700MHz delivers 
significant advantages over higher-frequency spec- 
trum — advantages such as fewer cell sites required, 
and greater in-building penetration. 

Q Verizon recently launched LTE in 38 major 
markets and more than 60 airports. What has 
Verizon learned from its LTE tests in Seattle and 
Boston, and did that affect Verizon's strategy for the 
recent live rollouts? 

A Verizon Wireless prides itself on providing 
customers with the nation's most reliable net- 
work. The tests of 4G in Seattle and Boston last 
year were to ensure the configuration, efficiencies, 
and technological achievements provided the ex- 
pected results. The lessons from the tests provided 
the backbone of the Dec. 5, 2010, launch. 
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Can you tell us about the 
4G Venture Forum and 

Verizon's role within that 

organization? 

The 4GVF is a collabo- 
ration between Verizon 
Wireless and highly regarded 
venture funds, including 
Alcatel-Lucent Ventures, 
Charles River Partners, New 
Venture Partners, North 
Bridge Venture Partners, 
Norwest Venture Partners, 
and Redpoint Ventures, 
to facilitate the identifica- 
tion and commercialization 
of next-generation 4G re- 
lated technologies. The col- 
laboration also includes both 
Alcatel-Lucent and Ericsson, which are the pri- 
mary network infrastructure providers for Verizon 
Wireless's 4G LTE network. 



QWhat can Verizon customers — particu- 
larly business users — expect in the way of 
Verizon's LTE initiatives in 2011? 

A Following the initial deployment on Dec. 5, 
Verizon Wireless will continue with an equally 
aggressive growth plan, which includes devel- 
oping rural partnerships in places where we 
don't have current 3G network coverage. By 2013, 
Verizon Wireless will have full nationwide LTE 
coverage everywhere we have 3G coverage today 
and beyond. Customers can also expect Verizon 
Wireless to introduce a variety of 4G devices. 



Q; 



Q 



As part of the big 4G rollout, why did 
Verizon choose to make LTE service 



Are there any additional thoughts you'd like 
, to share with our readers? 

A Enterprise users and businesses immediately 
benefit from Verizon Wireless' 4G LTE net- 
work. While Verizon Wireless' 4G LTE network 
promises much more than speed, the first ap- 
plication gives workforces the ability to work at 
significantly faster speeds and reduced latency, 
increasing productivity and the opportunity to get 
work done wherever their business takes them. ▲ 
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Server sprawl, epito- 
mized by these seem- 
ingly endless racks at 
Microsoft's Red Ridge 
data center, can be 
reduced through visual- 
ization. But having fewer 
physical boxes do the 
work of many compli- 
cates the management 
of (and accounting for) 
those shared resources. 



The buzz about virtualization is second only 
(and somewhat related) to the buzz about the 
cloud, as far as business-related catchphrases 
go these days. But by now we realize that some of the 
buildup surrounding the cloud is largely hype, and 
we know to look carefully before we leap. 

So, is the same true of virtualization? How 
much of the fervor over virtualizing your data 
center is simply overzealous hype? 

The Benefits Of Virtualization 

There's no doubt that there are ways in which 
virtualization might not benefit your data center. 
"Virtualization is a critical enabler of consolida- 
tion — server consolidation, but also network and 
storage consolidation," says Info-Tech lead analyst 
John Sloan. "We see consolidation as a funda- 
mental part of moving to what has variously been 
called a utility or agile infrastructure." 

The benefit here, according to Sloan, is that 
virtualization inserts an abstraction layer in the 



process, and that layer allows you to break the 
one-to-one relationship that had heretofore always 
defined the process of configuring and deploying 
an asset. In other words, says Sloan, "it allows you 
to carve out a piece of capacity." That capacity is 
then shared amongst assets. 

That can reduce CAPEX investments, and 
it allows you to better utilize server resources. 
"Operationally," says Sloan, "it means that a solu- 
tion can be deployed faster and maintained more 
efficiently because you don't have to go through a 
process of hardware configuration and testing of 
hardware assets for every new thing." 

As Sloan notes, there are several types of vir- 
tualization, including virtualized networks and 
storage. Server virtualization, though — installing 
multiple virtual computers on one physical box — 
is the form with which most people are familiar. 
"Certainly the first place where virtualization has 
taken hold has been in servers," says Sloan. "This 
one was the low-hanging fruit because of the real 
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potential to save on capital expense when you 
don't need to buy as many servers as often. But in 
order to build a real utility infrastructure, visual- 
ization is needed in the whole stack, from storage 
through network. These may be strategically im- 
portant but they are not a quick ROI win like server 
virtualization and consolidation." 

Another potential benefit is that some newer 
applications can take advantage of certain forms 
of virtualization — thus broadening the potential 
use of the data center itself. Jeff Whitney, vice 
president of marketing for Intransa, points out that 
physical security applications like video surveil- 
lance are ideal candidates. "While 200TB is con- 
sidered a large storage implementation for many 
IT data centers and would represent a significant 
database or data repository," says Whitney, "it's 
not particularly large for many video surveillance 
applications. A single big-box retail store (let alone 
airports, prisons, housing authorities, and other 
deployments) uses that much capacity for storing 
video in a single year, in many cases." 

Video applications bring new requirements to 
bear on the data center's infrastructure. Obviously, 
they require lots of storage, but they also present 
an unusual I/O workload: Primarily, these apps 
engage in large, non-sequential writes to disc, but 
with very few corresponding reads. When reads do 
occur, they often occur all at once, in response to a 
security breach or other trigger. The sudden load 
may best be handled by a virtualized environment: 
"With security needs increasing more rapidly than 
general server and storage needs in IT, the need 
for an appliance (virtual or hardware) that can 
interface with the camera network 
yet connect to reliable, affordable, 
and scalable CPU and storage re- 
sources — which virtualization of- 
fers as part of its basic business 
case — means a huge opportunity 
for providers of equipment and IT 
departments both," says Whitney. 

Video-based security may only 
be the tip of the virtualized data 
center iceberg. There's no way of knowing — be- 
cause not all of them have yet emerged — what 
businesses will arise (or evolve) to make use of the 
reliability, scalability, and affordability of virtual- 
ized solutions that can help spread the data center 
load (and costs) across diverse domains and mul- 
tiple cost centers. 

The Risks Of Virtualization 

While virtualization is potentially a valuable 
approach, it is not a panacea: After all, virtualized 
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bad practices remain bad practices; 
they're simply more efficient bad 
practices. Any virtualized imple- 
mentation brings with it some risk — 
there are potential downsides to 
taking the plunge. 

"The downside of consolidation," 
says Info-Tech's John Sloan, "is 
that managing a consolidated and 
virtualized infrastructure is more 
complex than managing discrete 
non-virtualized elements." 

The one-to-one relationship to 
which we referred earlier may be in- 
efficient (resulting in server sprawl, 
storage silos, and the like) but at 
least it was straightforward and 
easy to understand. If you need to 
quantify your investment in a par- 
ticular project or undertaking, just 
take a look at the invoice for the servers you've 
devoted to it. In a virtualized world, it's no longer 
that simple, says Sloan. "You're now talking about 
a partition of a larger pool of resources," he says, 
"so showing the cost of the piece of the larger 
whole can be difficult — a slice of processing, a 
slice of memory, a slice of network bandwidth, a 
slice of storage." 

That increased complexity also means it's more 
difficult to show that performance will be main- 
tained when there are multiple virtual and physical 
layers involved. After all, if an application isn't per- 
forming as you'd hoped, how does one isolate the 
fault? And if it's difficult to isolate a problem, is it 
not also difficult to resolve it? 

Sloan points out that Info-Tech re- 
search indicates a fairly high success 
rate when it comes to infrastructure 
consolidation and virtualization. And 
yet, as with any complex process, 
dangers lurk. "Make sure you have 
your storage consolidation strategy 
first," says Sloan. "Storage is expen- 
sive and I have seen SMBs that are 
investing in new server hardware and server virtual- 
ization see the expected capital savings get sucked up 
by the cost of consolidated storage. This is especially 
a risk if the number of servers is relatively small in a 
small business." 

Sloan points out that the risk does not mean that 
companies — small or large — should not virtualize, 
but that they should do their homework first. "The 
CAPEX savings of server consolidation scale with the 
volume of servers being virtualized. This isn't to say 
that smaller shops shouldn't virtualize but that the 




The basic benefit of 
server virtualization 
is that "a solution can 
be deployed faster 
and maintained more 
efficiently because 
you don't have to go 
through a process of 
hardware configuration 
and testing of hardware 
assets for every new 
thing," says Info-Tech 
analyst John Sloan. 
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"Virtual izing CPU and 
memory resources 
(servers) and retention 
capacity (storage) both 
have merit through the 
power of visualization," 
says Intransa vice 
president Jeff Whitney. 



value will be in other areas, like agility 
and resiliency (for things like disaster 
recovery, for example) rather than in 
big savings on hardware." 

Intransa's Jeff Whitney points out 
another potential risk that could be 
avoided — or at least mitigated — by 
doing your homework: He sees vir- 
tualization projects fail for a lack of 
adequate and appropriate testing, 
and notes that test installations must 
include working with applications 
and platforms that have been tested 
and certified for use together in 
an environment similar to the one 
that will eventually be rolled out. 
"Selecting a platform that hasn't 
been integration tested with the ap- 
plications to be used in a virtualized 
environment could easily lead to sig- 
nificant, unnecessary costs, and the risk 
of project failure," he says. 

Security is another potential issue. After all, 
if you have your entire IT infrastructure — email 
servers, content server, telephony, in-house com- 
munications network, and more — spread out on 
racks in a data center, that's one thing. Disaster 
could certainly befall the data center; anything 
from a flood to a lightning strike could make short 
work of your infrastructure, if you're not prepared. 
However, it would be difficult to steal that in- 
frastructure. It resides, after all, on multiple servers 
bolted to a set of physical racks that are in turn 
bolted to a floor, all of it behind a locked door. It 



may be thousands of pounds of unwieldy equipment 
made up of discrete pieces of machinery. 

Think, though, about a virtualized setup in 
which one physical box is doing the work of six 
or eight or ten. How difficult would it be to pick 
up and walk out of your shop with that one box? 
Could a vandal do it? How about a thief? How 
about a disgruntled employee? 

And if you're not terribly worried about a phys- 
ical thief carrying off the physical box, what about 
a hacker who breaks into the one piece of equip- 
ment that holds your company's entire infrastruc- 
ture? A rogue admin, maybe? Someone clever 
enough to move your virtual servers onto physical 
hosts in some other environment? 

The issue is not that these virtualized environ- 
ments cannot be secured — almost certainly they 
can be. But the technology is new enough (and po- 
tentially beneficial enough) that C-level execs and 
high-level managers need to ask the question: Are 
they in fact being secured? Or is the IT staff so en- 
amored of the buttons and lights that they've made 
the jump into virtualization without considering 
the security — and other — implications? 

Do Your Homework & Benefit 

Virtualization has been touted as the be-all, 
end-all of data center efficiency — and also vili- 
fied as a dangerously overhyped technology that 
allows vendors and consultants to make money 
without conferring much benefit on end users. As 
with any other technology, the truth of visualiza- 
tion's utility probably lies somewhere between the 
two extremes. ▲ 
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Trusting Security 
To The Cloud 

How Online Services Can Answer The Security Call 



by Christian Perry 



KEY POINTS 

▲ Cloud-based security 
services entice customers 
with their potential for 
cost savings and reduced 
in-house management 
and maintenance. 

▲ Security tasks trusted 
to a cloud provider 
remove the burden of 
critical updating and 
patching that can be 
neglected as other IT 
tasks accumulate. 

A Internal IT staffs can 
be reluctant to hand 
over security functions to 
cloud-based providers, 
but thorough commu- 
nication can help ease 
transitions. 

▲ Finding the right 
cloud security service 
depends on a company's 
ability to identify not 
only its security needs, 
but also a provider that 
can integrate well with 
its environment. 



Amid the burgeoning realm of cloud com- 
puting dwells an ironic twist. While secu- 
rity concerns continue to scare off some 
companies from using cloud services, others have 
launched headfirst into the cloud, but customers 
aren't just using these technologies to handle com- 
puting loads, communications, and expanded 
storage requirements. An increasing number of 
organizations now trust their security itself to the 
cloud, enticed by extensive flexibility and signifi- 
cant potential for cost savings. 

The concept of outsourcing security is 
nothing new. Over the past decade, businesses 
have progressively moved toward outsourced 
options to handle not only basic firewall and 
anti-malware needs, but also content filtering, 
intrusion detection, and other security tasks. 
Now that the cloud is enjoying top billing as a 
can't-miss IT trend, Internet-based outsourced 
security is garnering more attention from com- 
panies both large and small. 

Security's Silver Lining 

Although security remains a chief concern for 
many customers considering cloud offerings, using 




the cloud itself to secure information is an undeni- 
ably attractive option to more organizations than 
ever. According to a CompTIA (www.comptia.org) 
cloud computing study published in September 
2010, 28% of organizations currently use cloud- 
based security offerings, while 35% plan to use 
them in the following 12 months. 

Behind this growing push toward cloud secu- 
rity are benefits similar to those offered by other 
cloud services, says Todd Thibodeaux, president 
and CEO of CompTIA. These include not only the 
reduction of capital expenditures for security solu- 
tions, but also lower costs on their continuous op- 
eration, management, and maintenance. Further, 
Thibodeaux says, cloud-based solutions ultimately 
supply organizations with increased time and re- 
sources to focus on their core business. 

"Many businesses, especially in the SMB 
market, can't afford the overhead that is required 
by maintaining an effective in-house security 
team," adds Fred Touchette, senior security ana- 
lyst with AppRiver (www.appriver.com). "The 
costs of training, continuing education, and hard- 
ware add up quickly. A cloud-based security ser- 
vice can supply these features by professionals 
who specialize in what they offer." 

Cloud-based (or hosted) security services 
target a wide range of threats and are designed 

"When you think about how to 
continually stay out ahead of changing 
threats and changing compliance 
mandates, the inherent value of 
working with an outsourcer with a 
software-as-a-service delivery model 
is allowing you to stay ahead of those 
changes without incurring incremental 
project or human costs," says Urvish 
Vashi, vice president of marketing for 
Alert Logic. 
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to seamlessly integrate with ex- 
isting IT infrastructure. Examples 
of products include email secu- 
rity, firewall management and 
monitoring, Web-based protection 
for both company Web sites and 
employees browsing other Web 
content, Wi-Fi monitoring, en- 
cryption, malware protection, con- 
tent filtering, spam protection, IP 
and URL logging, packet inspec- 
tion, and even social networking 
monitoring and protection. 

Because these solutions are 
based in the cloud — that is, on the 
provider's premises — they don't 
require maintenance from the cus- 
tomer's in-house IT staff. All updates and patches 
are handled by the cloud provider, so compa- 
nies won't need to worry that non-security IT 
issues are spawning update delays that might 
result in critical breaches. Most cloud providers 
require some initial installation of server and /or 
client software, but from there, the dirty work is 
handled by the provider. Depending on the cus- 
tomer's needs and requirements, certain levels of 
customer-based administration are typically avail- 
able so that changes to the service can be made on 
the fly when necessary. 

"Outsourcing security has been a growing 
trend, and one that isn't all that surprising, as evi- 
denced by growth in the managed security service 
provider market," explains Urvish Vashi, vice pres- 
ident of marketing for Alert Logic (www.alertlogic 
.com). "At the same time, cloud-based, or software 
as a service, delivery is increasingly the norm. 
The biggest accelerator of this trend is increasing 
utilization of outsourced infrastructure hosting 
providers. As customers become more comfortable 
moving their overall infrastructure outside of their 
four walls to a hosted service, we see even more 
companies expecting security services to be avail- 
able as part of what they get from their hosting 
service provider." 

When Clouds Turn Dark 

The typical cloud security customer is looking 
to save time and money and avoid hassle on IT 
security, which grows ever more complex as com- 
panies continue to become more mobile and delve 
into areas such as social networking. And yet, 
just as managing security in-house comes with 
its own set of risks, trusting security to the cloud 
also entails risks and complications. According 
to Touchette, some of these risks derive from the 




"Most of these cloud-based services 
are experts at what they do, and that, 
coupled with the savings involved, 
may be the thing for those who aren't 
able to employ their own dedicated 
security staff," says Fred Touchette, 
senior security analyst with AppRiver. 
"Even experts get breached at times, 
however, and businesses need to be 
prepared with what to do next if and 
when that happens." 



same denominator shared by other cloud services: 
the network. 

Cloud security services rely on the Internet to 
successfully monitor and manage both on- and 
off-premises customer assets, such as desktop and 
laptop computers. If the network connection be- 
tween any of those assets and the cloud provider 
isn't available, the provider generally is unable to 
carry out those tasks. The same situation and risk 
exists for other cloud services; for example, if a 
company stores files on a cloud storage service, it 
won't be able to access those files if it can't access 
the online service. 

The downfalls of outsourcing security to the 
cloud don't end with potential network perils. 
For many companies, security is an intimate pro- 
cess that's tightly intertwined with the business 
and its overall goals. Each company has its own 
set of unique requirements, including staff that 
handles varied sets of data and company infor- 
mation, as well as equipment that might not fare 
well under a one-size-fits-all security solution. 
Whether an IT department is staffed by dozens of 
employees or just one, it's that staff who knows 
these requirements best. As such, ineffective 
communication between the cloud provider and 
the IT staff — as well as the business staff — at the 
outset of a cloud security implementation could 
spell trouble in the future. 

Companies with existing IT security staff can 
also encounter backlash when they reveal plans to 
outsource certain (or most) security functions. Even 
if the intention is to offload excessive work, many 
IT personnel understandably feel committed to their 
security environments and might be reluctant to 
hand over the reins to a third party. These delicate 
issues drive home the need for companies to thor- 
oughly research cloud-based security providers 
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"When evaluating potential security 
services, customer references are 
critical," says Todd Thibodeaux, 
president and CEO of CompTIA. "Does 
the service provider have customers in 
your industry? What's been their expe- 
rience with the service provider? How 
long has the provider been offering the 
services you're looking for?" 




to ensure a proper fit with their existing environ- 
ment, including a provider's ability to recognize and 
handle concerns. 

"From the provider's perspective, there are ob- 
stacles to overcome with customers who are reluc- 
tant to outsource their security requirements. These 
factors include a preference for relying on internal 
IT staff; concerns about cost; privacy concerns with 
turning over security to an outside firm; and a gen- 
eral lack of awareness of the capabilities of a cloud- 
based IT security service," Thibodeaux says. 

Careful Cloud Approach 

Trusting security to the cloud doesn't need to 
be an all-or-nothing decision, because most hosted 
service providers offer packages that target specific 
data or communication types. For example, Trend 
Micro offers separate services for email security, 

Inside The Outsource Option 

According to CompTIA's Global Information Security 
Trends study, organizations with smaller staff sizes (fewer 
than 1 00 employees) are more likely to outsource their IT 
security functions, potentially because larger organizations 
are more apt to have in-house expertise and a dedicated IT 
staff. Here's look at the top reasons cited by survey respon- 
dents for outsourcing security. 
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Web site security, and 
endpoint security that 
protects desktop and 
laptop computers. If 
your company is already 
set in those areas, you 
can also find more spe- 
cialized services, such 
as Paetec's Network 
Firewall service, which 
also includes the option 
for adding on intrusion 
detection and intrusion 
prevention technology. 
But finding the right 
product and provider for 
your environment none- 
theless requires some legwork. 

"Companies must have a firm grasp on what 
their security and compliance mandates and 
goals are, along with what are their overall in- 
frastructure plans," Vashi says. "Both are critical 
inputs to evaluating any security plan, whether 
cloud-based or not. Any security solution under 
consideration must give you the flexibility to 
make the infrastructure decisions you need. 
Security needs to support the infrastructure plan 
and not hinder it. The trend with infrastructure is 
clearly to begin moving part of that infrastructure 
to hosting environments." 

To successfully engage in that trend, compa- 
nies need to retain a comprehensive view of their 
security and compliance positions for any security 
tasks that are moved to the cloud, Vashi adds. This 
means that the selection and evaluation of a cloud- 
based provider should ensure that the provider 
can address your needs regardless of how you de- 
ploy your IT infrastructure. Indeed, because this is 
security that's moving to the cloud, steps must be 
taken carefully and deliberately on the way there. 

"Should [a] business outsource intrusion de- 
tection or antivirus monitoring responsibilities 
to a third-party provider, the business needs to 
make sure the provider is credible and capable of 
meeting the business's expectations and require- 
ments," warns Josh Zachry, associate director of 
research operations for The University of Texas at 
San Antonio's Institute for Cyber Security. "Most 
of all, the business needs to make sure that it is 
comfortable with the level of risk it is accepting by 
outsourcing those responsibilities to a third-party 
provider. This is probably the most important 
thing that any business can do to help itself. If it's 
not in black ink on a signed contract agreement, 
the business is ultimately liable." ▲ 
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While most print efficiency initiatives fall well short 
of addressing wasteful and unnecessary printing, 
GreenPrint provides your business with the tools 
necessary to end this costly and impactful source 
of waste. With a little bit of education about the 
actual costs of print, GreenPrint enables you to 
productively engage your employees in the shared 
goal of print waste reduction. 

EMPOWER 

GreenPrint provides employees with the tools 
necessary to accurately preview print jobs so they 
can select only the necessary portions for actual 
printing. GreenPrint also helps employees select the 
most efficient printing methods and includes an 
integrated PDF writer for electronic archiving. 



ENFORCE 



GreenPrint's Enterprise Analytics software helps 
your business track print consumption and 
measure savings. By enforcing companywide use, 
the GreenPrint Enterprise Suite will save $60 to 
$90 per user per year and provide comprehensive 
reports to make sure your company stays on track. 



STOP DROWNING IN PRINTOUTS 

Waste by the numbers: 




ENTERPRISE SAVINGS 

Typical GreenPrint Enterprise Suite savings per 5,000 computers per year: 



7,200 

The average 
number of 
pages a worker 
prints each year 



2,520 

The average 
number of 
wasted pages 
a worker prints 
each year 



$151 

The average 
annual cost 
of those wasted 
pages per 
employee 



$378,000 

Cost savings 
for an enter- 
prise business 



6.3 
Million 

Number of 
unnecessary 
pages not 
printed 



1,512 

Number 
of trees 
saved 



4,508 

Pounds 
of carbon 
dioxide saved 



4 to 8 
Months 

Period 
for ROI 
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Contact GreenPrint Today! 

(503) 241-0818 | sales@printgreener.com | www.printgreener.com 
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Don't Overlook 
Hardware Lifecycle 
Management 

A Potentially Untapped Business Resource 



by Seth Colaner 



KEY POINTS 

A Hardware lifecycle 
management is the act 
of developing a plan 
for acquiring, using, 
maintaining, and dis- 
posing of company 
hardware assets. 

▲ There is no one- 
size-fits-all approach to 
hardware lifecycle man- 
agement; every company 
has unique needs. 

▲ Having a dedicated, 
trained, and certified 
asset manager on staff is 
the best way to ensure 
that your company's 
hardware lifecycle 
management is 

done correctly. 

▲ Hardware lifecycle 
management affects 
business on multiple 
levels, from the financial 
to overall productivity to 
risk management. 



In every company, the people at the top — and 
for that matter, the people at the top of every 
division and group — keep a close eye on every 
penny that comes in and goes out. These people 
spend time immersed in charts, graphs, figures, 
and percentages. They monitor the amount of 
energy they use, knowing that reduced energy 
expenditures result in money savings. In some 
companies, such as those with assembly lines, they 
clock every movement of each worker to find ways 
to shave precious seconds off of the time it takes 
to make a widget. They follow the news closely, 
looking for trends that will give them an edge in 
their respective business, because every little bit 
helps fuel their success. 

The same attention to detail and near-obsession 
with numbers and trends can and should be ap- 
plied to hardware lifecycle management. And 
yet, many companies don't give this area as much 
attention as they should, despite that 

fact that depending on how well (or Unui milPh f)f 
how poorly) hardware lifecycles are , . . 

managed has a direct impact on com- ^1 0313 CeRiei 
panies' bottom line and ability to do OpefatlOnS 

theirwork will we need to 

According to Brandon Kasper, 
marketing specialist with World Data 
Products (www.wdpi.com), "In the 
last few years, more than ever, managers have 
been pushed to turn small budgets into large 
gains. Every little bit helps." WDPI is a company 
that supplies hardware assets and offers services 
including education, maintenance, and equipment 
disposal and trade-ins. 



company data. All of these assets must be monitored 
and maintained, of course, and the IT department 
generally handles those tasks. However, the above 
simply describes "hardware management" rather 
than hardware lifecycle management, and that one 
word makes a huge difference. 

The difference is that when you plan for the life- 
cycle of hardware, you're looking at the costs in- 
curred for acquisition, maintenance, and disposal, 
as well as determining when to begin replacing or 
phasing hardware in or out. If that sounds like an 
intensive task, it is; but it's crucial to your business. 



outsource? 



What Is Hardware Lifecycle 
Management? 

Every company has hardware for its employees, 
from the computers at their desks to the smartphones 
in their pockets to the equipment storing and serving 



Planning 

Kasper notes several questions that companies 
should ask when making a hardware lifecycle 
plan. "A few of the questions companies should 
be asking themselves are: What is my budget? 
How long will it take to set up [the hardware]? 
How long do we need to keep this 
hardware in commission? Do we have 
all of these resources on-site? How 
much of our data center operations 
will we need to outsource? Is it cost ef- 
fective to outsource?" 

There are plenty of resources avail- 
able, from partners such as WDPI, as 
well as industry groups such as the 
IAITAM (International Association Of Information 
Technology Asset Managers; www.iaitam.org). 
The IAITAM offers education on asset manage- 
ment as well as globally recognized certifications 
including CHAMP (Certified Hardware Asset 
Management Professional), CSAM (Certified Soft- 
ware Asset Manager), and CITAM (Certified IT 
Asset Manager). 

Barb Rembiesa, IAITAM's president, suggests 
beginning your plan by developing your own 
standards. "You want to come up with standards 
for your environment so everything can function 
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together," she says. She notes that, 
especially in slightly larger compa- 
nies, you may need to create sets 
of standards that are customized 
for each of your departments, as 
they'll often have very different 
needs. "If you have an R&D team, 

they're going to have different 

needs than a graphic designer, 
than a janitor. You have to look at your environ- 
ment and come up with what's going to bring the 
best value back to your organization as far as estab- 
lishing your standards." 

Rembiesa advocates having a certified asset 
manager, who is trained in best practices and un- 
derstands the financial, productivity-related, and 
risk factors involved, as ideal. 

It's also important to keep in mind what "cost" 
really means in terms of hardware lifecycle man- 
agement. There are the obvious costs associated 
with buying or leasing new equipment, but you 
also have to consider the costs associated with 
having the IT department manage, maintain, and 
in some cases upgrade the hardware; the potential 
lost productivity of workers dealing with faulty or 
broken equipment; and the risk involved with dis- 
posing of hardware at the end of its lifecycle. 

There are plenty of ways to approach acquisi- 
tions. For example, you can lease hardware instead 
of buying it outright. Another option, according to 
Kasper: "Refurbished hardware and upgrades are a 
great way to improve your system efficiencies, but 
[you] save money by not purchasing a completely 
new and expensive system." 

Furthermore, by planning ahead of time, you 
can potentially make volume purchases, which 
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December is II Asset Management Awareness Month c 



The IAITAM (www.iaitam.org) offers education, training, and certification. 



"With hardware lifecycle management, 

it goes all the way from before 

acquisition to disposal," says Barbara 

Rembiesa, president of the IAITAM 

(International Association of Information 

Technology Asset Managers). 



Rembiesa points out can save a lot of 
money up front. 



Maintaining 

Planning for hardware is made more 
complex by the fact that so many management 
components of a company are interconnected. For 
example, although software management is techni- 
cally separate from hardware management, you 
can't plan for one without taking the other into 
consideration; if you need to be able to run certain 
software applications, you need to have hardware 
that supports it. 

Maintaining hardware assets presents a chal- 
lenge as there's a delicate balancing act between 
how long to keep aging hardware and how much 
time, expense, and lost productivity older hard- 
ware may cost the company. Of course, a company 
wants to save money by using its existing laptops 
instead of running out and buying a fleet of the 
newest and fastest notebooks; however, at some 
point those old models will start to wear down. 

This issue is really no different than an average 
person deciding when to buy a new car. At some 
point, that aging model outlives its warranty. 
After it expires, the owner is on the hook for all 
further repairs, which multiply in frequency and 
expense the older the car gets. 
Eventually, she may be faced 
with the difficult decision to ei- 
ther drop a couple thousand 
dollars on putting a new en- 
gine into a car that she owns 
or take that money and make 
a down payment on a new ve- 
hicle, which will require a loan 
and monthly payments. If she 
ditches the older car too early, 
she's effectively wasting money 
because it still has value; on 
the other hand, if she waits too 
long to get rid of it, she's losing 
money on repairs and time 
spent waiting for it to be fixed. 
When looking at company 
assets, the decision about when 
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Brandon Kasper, marketing 
specialist with World Data Products 
(www.wdpi.com), says, "In the last 
few years, more than ever, managers 
have been pushed to turn small 
budgets into large gains. Every little 
bit helps." 



programs as well as Department of 
Defense-level data wiping and the phys- 
ical destruction of storage devices. 



to refresh certain equipment is multi- 
plied. When is the right time to replace 
200 notebooks or phase out a rack of 
aging servers? For a business, waiting too 
long can be disastrous, especially if an equipment 
failure results in lost data or lengthy downtime for 
key employees or the entire company. 

Disposal 

Disposing of hardware is an important part of 
the hardware lifecycle process and can be one of 
the most overlooked. Not only is disposal far more 
involved than simply tossing old equipment in 
the dumpster; there are serious 
financial and security risks at 
stake, as well. 

Rembiesa notes, "Some risk 
comes into play at the disposal 
end. There are EPA require- 
ments. There are federal guide- 
lines that you need to adhere 
to when disposing of hard- 
ware." Hardware typically 
contains toxins and pollutants; 
improper disposal of such ma- 
terials can lead to heavy fines, 
which can potentially devas- 
tate a small company. 

From a security standpoint, 
a lot of hardware contains sen- 
sitive data that, if not properly 
destroyed, could fall into ne- 
farious hands. It's sometimes 
easy to forget just how risky 
it is to throw away storage 
devices without properly de- 
stroying the data contained on them. Consider that 
if an employee lost a notebook with sensitive com- 
pany data on it, a minor (or major) panic would 
ensue, but that same notebook may be decommis- 
sioned and tossed without being wiped of data. 
The two situations present essentially the same 
risks, yet the latter is often overlooked. 

There are certain best practices involved in 
data removal, including recycling and reclamation 



Common Mistakes To Avoid 

Although every company requires a 
unique approach to hardware lifecycle 
management, there are some common 
mistakes to avoid. 

According to Rembiesa, the biggest 
mistake she sees has to do with the terms and 
conditions in contracts. "A lot of companies will 
buy hardware and have no idea what they're eli- 
gible for as far as maintenance and support — and 
they're paying for it," she says. In other words, 
companies are paying for services such as main- 
tenance and support that they never use, even 
though they may find instances where such ser- 
vices are needed. 

Furthermore, many companies will unwittingly 
violate a contract. For example, if a company de- 
cides to upgrade the memory in a fleet of leased 
desktops, they could violate the lease agreement 
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The Environmental Protection Agency's Web site (www.epa.gov) lists laws and 
regulations companies need to follow when disposing of hardware. 



and face financial penalties upon conclusion of the 
lease agreement. 

No company can exist without hardware, and 
it's a reality of doing business that hardware life- 
cycle management is an issue that affects expendi- 
tures, productivity, and risk. By getting educated 
about hardware lifecycle management and cre- 
ating and implementing a plan, companies can 
save themselves a lot of time and money. ▲ 
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Big Security 

For Small Business 

Cybercriminals Attack Businesses Of All Sizes 




When headlines announcing a big com- 
pany's massive data breach spill across 
media outlets, you can almost hear the 
collective sigh of relief from smaller companies 
who aren't currently suffering the same fate. Yet 
while security problems at big companies in- 
evitably garner big coverage, don't think for a 
minute that smaller companies aren't also tar- 
geted by cybercriminals. 

Although many small businesses are acutely 
aware of IT threats, it can be tough to keep secu- 
rity in perspective as a business grows. Whereas a 
full security implementation might have sufficed 
for a company years ago, continual growth can 
slowly put a strain on security products meant to 
handle smaller data loads and traffic. Processing, 
networking, and other IT areas can also fall prey to 
the increased requirements of a growing business, 
but security remains the area that should never fall 
by the wayside. 

Small Business, Big Target 

Despite recent reports indicating a brighter 
business outlook in the next few years, a Trend 
Micro report indicates that SMBs are 23% less 
likely than large businesses to have preventive 



data leak policies within their companies, even 
while most say they believe an IT security threat 
could have a significant impact on their business. 

"The general perception is that the smaller the 
organization, the less likely they'll be targeted 
for attack. Unfortunately, the vast majority of at- 
tacks are highly automated and virtually blind, 
so essentially, size doesn't matter," says Michelle 
Dickman, CEO of TriGeo Network Security (www 
.trigeo.com). "In fact, there's growing evidence that 
attackers now view small to medium enterprises as 
'easy targets' given the general lack of sophisticated 



"Don't be lulled into a false sense of 
security simply because you're small 
or because you've deployed secu- 
rity technology," cautions Michelle 
Dickman, CEO of TriGeo Network 
Security. "You're just as likely to be 
hit by a worm or Trojan as any other 
business— only in your case, the con- 
sequences can be devastating." 



KEY POINTS 

▲ The small business 
segment expects plenty 
of growth in the next 
five years, but many 
businesses still have no 
clear IT security policy 
in place. 

▲ Small business owners 
overwhelmingly think 
they're lesser cybercrime 
targets than large corpo- 
rations, but the reality is 
that thieves see plenty of 
value in small business 
data and information. 

▲ Intrusion detection 
systems and unified 
threat management 
products can help to 
pull together disparate 
security elements and 
bring more structure to 

a small business security 
environment. 

A Focusing on IT secu- 
rity policies might be a 
burden for small com- 
panies, but that practice 
is critical when it comes 
to protecting data and 
staying in line with regu- 
lations. 




PC Today/ January 2011 25 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




"The idea that we don't have anything 
an attacker wants is the greatest 
enemy to the security of an organiza- 
tion," says Emerging Threats founder 
Matt Jonkman. "You do have things 
they want: banking credentials, band- 
width, IP addresses they can use, and 
computing power. What you have is 
valuable, and you are a target." 



defenses and dedicated IT and network security re- 
sources," adds Dickman. 

A different recent study sponsored by Visa and 
the NCSA (National Cyber Security Alliance) re- 
veals that small business owners certainly don't 
feel they're easy targets. That survey found that 
more than 85% of small business owners say they 
are lesser cybercrime targets than large companies, 
while 75% admitted their employees received less 
than three hours of network and mobile device se- 
curity training in the past year (45% said their em- 
ployees had no training at all). 

"There is a belief that main- 
taining good security controls may 
be too costly or cumbersome for 
smaller organizations," says Matt 
Stamper, vice president of profes- 
sional and security services for 
Castle Access (www.castleaccess. 
com). "This is a risky belief. Good 
security practices — vulnerability 
management, access controls, and 
proper system configuration — are 
not out of the reach of smaller 
companies. It's more a matter of 
awareness and the potential li- 
ability these organizations face 
for not exercising due care over 
sensitive data. The bottom line: 
Any organization that fails to take 
appropriate measures to ensure 
the protection of sensitive data is 
gambling with the organization's 
future." 

Stamper also points to the 
perception that smaller orga- 
nizations don't face the same 
regulatory scrutiny as large cor- 
porations. But just like security 
threats, regulations also impact 
small businesses, which are also 




"The key to good security is 
knowing your vulnerabilities 
and understanding your 
organization's risk profile," 
says Matt Stamper, vice 
president of professional 
and security services for 
Castle Access. "The organi- 
zation should continually 
evaluate vulnerabilities and 
exercise due care over its 
environment." 



expected to exercise due care (including specific 
prescriptive practices) over uniquely identifiable 
information, he says, adding that states such as 
Massachusetts and California now have laws that 
require strict protection of this data. 

Building A Defense 

When a business grows, the existing hardware in- 
frastructure might fail to keep pace as the data flowing 
through it also grows in size and scope. Keeping on 
top of technology is essential for small businesses to 
ensure that their environment remains secure over the 
long haul, and this means investigating equipment 
that can provide better security than what the busi- 
nesses are currently using. 

For example, an intrusion detection system 
(sometimes referred to simply as an IDS) can 
prove highly useful for small businesses, says Matt 
Jonkman, founder of Emerging Threats (www 
.emergingthreats.net). He notes that many of these 
systems require minimal expertise to manage and 
that some open-source projects provide free, easy- 
to-install, preconfigured security suites. Although 
it might be necessary for a small business without 
a dedicated security staff to hire an outside IT 
company for IDS system deploy- 
ment, Jonkman says it's money 
well spent. 

That lack of a dedicated se- 
curity staff also can be problem- 
atic when it comes to handling 
threats originating from various 
sources, such as internal desktop 
computers, internal and external 
laptops, and even mobile de- 
vices. But Dickman says that uni- 
fied threat management devices 
can help ease the headaches 
caused by security management 
by melding several common 
network defense technologies 
in a single appliance. According 
to Dickman, these products 
are fairly inexpensive, easy to 
manage, and reasonably effec- 
tive at perimeter defense. 

Although new hardware 
and software might help to im- 
prove a small company's secu- 
rity environment, it remains vital 
to give ample attention to the 
products already in place — espe- 
cially software. "Staying current 
with the products you own is 
generally more valuable than re- 
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placing them/' Dickman says. 'The best 
time to switch security software prod- 
ucts is when it's clear the vendor is no 
longer investing time and resources in 
the product that you own. All products 
have a lifespan, so keep an eye on what 
the vendor and competing vendors are 
doing, and that will be your best indi- 
cator that it's time to move." 

Jonkman adds that something is likely 
wrong when you stop receiving informa- 
tion or feedback from a security device, 
because there are often infections or in- 
cidents that cause this. Watching logs 
or other feedback on a daily basis can be tough in 
an understaffed small business, but if you realize 
there haven't been any security problems in the 
last month, chances are good you're simply not 
being alerted to them. This is the point when you 
should check and tune your defenses, he advises. 

Policy Is King 

While newer security products can help busi- 
nesses get a better handle on their overall defense, 
they won't necessarily improve security. Stamper 
explains that many companies have excellent secu- 
rity devices, such as firewalls, intrusion detection 
applications, complex event correlation tools, and 
others, but not all of them have placed the technol- 
ogies into a proper context. As a result, they can 
undermine their big investments in the hardware 
and software. 

A strikingly large number of small businesses 
don't have a clear IT security policy in place. 
This lack of policy can spell doom for businesses 
looking to protect privacy and assets or stay cur- 
rent with strict regulations. Hugh Thompson, 
founder and chief security strategist at People 
Security (www.peoplesecurity.com) and program 
committee chair for the RSA Conference, explains 
that it's critical to provide at least some level of 
security awareness. 

"Especially in a small business, security comes 
down to employees making good, security-aware 
choices in their daily activities. Security managers 
are often the conduit through which new threat 
information flows into the business. They need 
to keep up with trends in the industry by joining 
local security groups, visiting security news sites, 
and attending industry events," Thompson says. 

Experts also tend to point to access control 
as a major security starting point for small 
businesses, as many breaches occur because 
employees — or even non-employees — gained 
access to data that they shouldn't access. 




Hugh Thompson, founder and chief security 
strategist at People Security and program 
committee chair for the RSA Conference, says, 
"You should consider upgrading when a newer 
application or system supports your ability to 
manage the security posture of your business 
from a central console or dashboard. Just being 
able to visualize your security controls can help 
you to adjust and adapt to new threats." 



Dickman says that the fundamental security 
policy known as "least privilege" is impera- 
tive, because it provides network users with 
only the access to data they need to do their 
job. However, the process can be difficult, and 
smaller organizations can be tempted to simply 
give everyone access to everything. That makes 
it easy for everyone, including attackers and 
unscrupulous employees, to roam free on the 
network and take what they please, she says. 

Small businesses can also improve their secu- 
rity by focusing on consistency throughout their 
environment. Jonkman recommends ensuring 
that all workstations and laptops have highly 
similar configurations and run some form of 
commercial antivirus software. He also suggests 
implementing a policy of regular tune-ups on all 
workstations. Small businesses might cringe at 
the thought of adding significant time and effort 
to already loaded schedules, but the good news 
is that help is always around the corner. 

"If you don't have an internal resource, it's very 
much worth your investment to have a trusted IT 
person coming in every couple of months to in- 
spect, tune, and clean systems," Jonkman says. "A 
professional is going to be much more attuned to 
what might be going wrong and detect infections 
quickly and easily. You should also have a plan 
for handling an infection or incident. Know an IT 
company you can call, or have the tools around 
[cleaning tools, antivirus software, data backups, 
etc.] to handle it." 

Stamper adds that companies should also target 
other low-hanging security fruit, such as setting 
standards for password age and complexity, as 
well as establishing good segregation of duties for 
higher-risk accounts and systems. Above all, he 
says, be sure that the security policy has executive 
buy-in, because management at all levels should 
understand that security doesn't exist solely as an 
IT function. ▲ 
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by Serdar Yegulalp 



Once upon a time, viruses could only spread 
between computers with human help. An 
infected PC tended to spread the infection 
via floppy disks or other removable media, but that 
was about it. Network connections were a luxury, 
and typically existed in the form of a dial-up link, 
so viruses that spread by networks were rare. 

Now we live in an age of broadband, wireless, 
and always-on network connections, where virus 
infections can spread like their real-life disease 
counterparts. Worse, many virus infections aren't 
just about one PC — they're about how many PCs 

. . .virus infections can 

spread like their real-life 

disease counterparts. 

can be infected with the same virus. In some cases, a 
single malicious program can infect many comput- 
ers, gang up via their host computers across the net- 
work, and form a giant stealth web of computers, all 
dedicated to cybercrime. 

The term botnet has been coined to describe these 
networks. They're one of the biggest PC security 
problems of the age — easy to spread, hard to stop, 
and a major nexus for everything from network- 
based attacks on Web sites to financial fraud. Worst 
of all, if your computers get recruited into a botnet, it 
means your resources — the bandwidth you pay for, 



the computing power you've invested in — are now 
being exploited by someone else. 

Basics Of Botnets 

Botnet software spreads like any other virus, 
typically through whatever security holes are most 
available at any given time. For most of the last 
couple of years, many computer infections were de- 
livered through Flash banner ads, as Adobe's Flash 
software contained critical vulnerabilities. Web sites 
can also be hijacked and used to surreptitiously 
spread botnet software directly through the site. 

A botnet-infected computer — referred to as a 
"zombie" — might not show any outward signs of a 
problem. In the background, though, it might be do- 
ing anything: sending out thousands of spam emails, 
harvesting financial information from the machine 
it's running on, or bombarding other computers in 
an attempt to infect them as well. Ram Mohan, exec- 
utive VP and chief technology officer at Afilias, has 
aptly described botnets as "the Swiss Army knife of 
[Internet] attack tools." Because botnets can operate 
on a PC without any obvious symptoms, it's not un- 
common for a machine to be infected for months at a 
time without the user knowing. 

Once a botnet has grown to a decent size, it can 
be rented out by its controllers, in whole or in part, 
for the purpose of committing crimes. There's no 
one kind of activity that botnets limit themselves to, 
but they all have the common denominators of be- 
ing profitable, illegal, and dangerous to the people 
whose computers have been infected. A criminal 
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group, for instance, might pay the controllers for a 
certain amount of access to a botnet in order to dis- 
tribute spam. A recent FBI operation uncovered a 
cyber-theft ring that used botnets to steal banking 
credentials and then siphon money out of the vic- 
tims' bank accounts through "money mules" who 
were paid a percentage for acting as intermediaries. 

Botnets can become enormous. One of the largest, 
the Mariposa botnet, was tens of millions of comput- 
ers strong when the FBI busted its ringleaders. An- 
other, Conficker, which has been used both to send 
spam and to install fake security software (in order 
to scam the unwary, another common botnet use), 
has also infected more than 10 million machines. But 
a botnet doesn't have to be large to be problematic. 
In fact, the trend among botnet creators seems to be 
shifting toward the creation of many smaller, sepa- 
rately controlled botnets because they are more dif- 
ficult to stamp out than a few big ones. 

The most frustrating thing about botnets is their 
resiliency. If one command-and-control center for a 
botnet is shut down — or if an entire botnet is tak- 
en offline — another one typically springs up in its 
wake. A $250,000 bounty offered by Microsoft for 
the creators of Conficker has thus far turned up 
nothing — perhaps because those who pay for the 
privilege of using botnets can rake in far more mon- 
ey than that illegally. 

Don't Let Your Systems Become Targets 

Because botnets are malware, any computers 
that are already vulnerable to malware are potential 
botnet targets. For volume 9 (Jan. 1 through June 20, 
2010) of Microsoft's "Security Intelligence Report," 
Microsoft based its findings on Malicious Software 
Removal Tool reports. (MSRT is the company's free 
software for ridding computers of common botnet 
infections.) Microsoft found the most heavily infected 



version of Windows was Windows XP; specifi- 
cally, WinXP Service Pack 2, which had an infection 
rate almost six times higher than Windows 7 and 
roughly twice that of Windows Vista (all editions). 
The least-infected version was Windows Server (all 
editions), mostly because it tends to ship in a more 
locked-down state than desktop Windows versions. 
To that end, many of the best ways to protect 
against botnets also involve protecting against mal- 
ware generally. If you have an existing system-pro- 
tection program (that is, an antivirus-and-firewall 
application), that's a start. Beyond that, don't run 
any software that hasn't been thoroughly vetted 
for safety, keep all existing software up to date (that 
includes add-ons or plug-ins, such as Adobe Flash 
or Apple QuickTime), and be mindful of suspicious 
behavior such as excessive network slowness. You 
can use Microsoft's MSRT utility (www.microsoft 
.com/ security /malwareremove) along with free 
tools such as Trend Micro's Housecall (housecall 
.trendmicro.com) to help clean infected Windows 
systems individually. 

Additional Pre-emptive Tools & Tactics 

Because infected Web sites are a common source 
of botnet infections, tools have emerged to preemp- 
tively check sites you haven't previously visited for 
possible malicious behavior. The URLVoid.com site, 
for example, lets you do that without ever having to 
visit the site in question. Go to www.urlvoid.com, 
enter a Web address in the search box, and click the 
Scan Now button; URLVoid.com will attempt to de- 
tect whether or not a botnet or other malware has 
taken control of the site. 

Finally, migrating away from older, more vulnerable 
versions of Windows in the long run is also a good idea. 
If you're still using WinXP, the fact that Win7 is mark- 
edly more secure is a good reason all by itself. ▲ 



BOTNET INFECTIONS 
BY COUNTRY 

▲ Microsoft's Malicious Soft- 
ware Removal Tool sends back 
anonymous statistics to allow 
analysis of malware behavior, 
including botnet infections. 
In its most recent "Security 
Intelligence Report/' Microsoft 
found that while worldwide 
botnet infection rates appear to 
be declining slightly, the United 
States is still by and large one 
of the most botnet- infected 
countries in the world. 

Source: Microsoft 



RANK 


COUNTRY 


COMPUTERS CLEANED 
OFBOTSINQ1 2010 


COMPUTERS CLEANED 
OFBOTSINQ2 2010 


1 


United States 


2,163,216 


2,148,169 


2 


Brazil 


511,002 


550,426 


3 


Spain 


485,603 


381,948 


4 


Korea 


422,663 


354,906 


5 


Mexico 


364,554 


331,434 


6 


France 


344,743 


271,478 


7 


United Kingdom 


251,406 


243,817 


8 


China 


227,470 


230,037 


9 


Russia 


181,341 


199,229 


10 


Germany 


200,016 


156,975 
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Best Buy' & Business 

How The Retailer Is Training Its Customer Specialists 
To Deliver Business-Oriented Service 



by Blaine Flamig 



In an effort to better serve its business customers, 
Best Buy (www.bestbuy.com)® implemented an 
employee core training and testing program nearly 
two years ago through its Best Buy For Business™ 
division that's specifically targeted at business cus- 
tomers. Since then, the program has experienced tre- 
mendous growth and popularity. We spoke with the 
Michael Hafertepe, the program's project manager, 
about the related benefits to employees and customers. 



Q 



Can you explain what the training entails? 

A A lot of it's based around the opportunity 
with the customer — knowledge and aware- 
ness of what they're in the market for, how dif- 
ferent solutions are there for a business customer 
vs. a consumer customer. We also cover com- 
mercial-grade products. So, what are the differ- 
ences between a commercial-grade TV and a core 
consumer-grade TV? Consumer-grade laptops vs. 
commercial-grade laptops? What are the benefits 
to a business customer or a business to implement 
commercial-grade product into their business vs. 
core consumer-grade product. 



Q 



Has the program paid off? 

Yes. Employees feel a lot more confident in 
asking the questions to find out if a customer is 

there for business or for personal reasons, or if they 

own a business. 



Q 



How long is the training? 

Alt typically takes an employee about four to 
five hours to complete. There are five or six 
learning modules they have to go through, as 
well as a 50-question test. A lot of them don't 
pass it the first time, so they have to go back and 
take it again. This program is really to establish a 
baseline of knowledge, and we test them against 
that. We purposefully make it tough so our em- 
ployees can feel confident in serving the customer 
for their business and personal needs through the 
training and testing. We want our employees to 
have the knowledge and confidence to serve these 



customers with simple to complex needs that 
can be fulfilled in-store or through our Best Buy 
For Business Channel and arming them with this 
information and training will help make a better 
experience for our customers. 



What has customer response been? 



Q 

A I think customers feel like they're getting a 
better level of service, that their needs are being 
met a lot more often because the customer specialist, 
or the employee, is more apt to know what they're 
bringing them to or what products and services to 
recommend to them, as well as know when to en- 
gage our BBFB direct channel when they can't handle 
that sale in store and have confidence in turning that 
customer over to BBFB, our direct channel. 



Q 
A 



Has the program exceeded your own 
expectations? 

Originally, when we put the program in place, 
we threw out a goal of seven to eight em- 
ployees per store. We're now seeing a lot of our 
stores with over 100 employees that have passed the 
BBFB training. This has been great to see the store 
associates dedication and commitment to serving 
business customers. 



Q 
A 



We understand 75% of employees have passed 
the training. The program is voluntary, correct? 

Yes. Some of the other department trainings are 
involuntary, but we made ours voluntary be- 
cause we don't have the dedicated labor in our stores— 
that was the main determining factor. It's everybody's 
role to serve the business customer in our stores. 



Q 
A 



How has the program coincided at all with 
the business sector's overall growth? 

The training and testing program has made 
employees aware of business customers shop- 
ping in our stores. When a customer mentions that 
they own a business or their purchase will be used 
in a business the associate can speak to how Best 
Buy can help them. Associates are recommending 
Best Buy to business customers more often for their 
technology purchases. ▲ 



BEST BUY, the BEST BUY logo, the tag design, BEST BUY FOR BUSINESS and GEEK SQUAD are trademarks of BBY Solutions, Inc. 
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Backup Options 
For Small Businesses 

What's Right For You? 




The Iomega eGo 
Portable Hard Drive 
(www.iomega.com) 
offers as much as 
1TB of storage and 
software for security 
and online backup. 



by Carmen Carmack 

ore data, more media files, more com- 
puters, and more regulations mean that 
many small businesses face more com- 
plexity when it comes to backup and disaster re- 
covery solutions. Taking a step back to periodically 
examine your current setup, the needs of your 
business, and the options available is a good way 
to invest in your company. 

To compare current backup options for small- 
er businesses, we explored some of the features, 
pros, and cons of external drives, NAS (Network 
Attached Storage) devices, and online services. 

External Drives 

An external hard drive connects directly to your 
computer to provide additional storage and backup 
functions. It usually comes bundled with backup 
software that is easy to configure and manage. Stor- 
age capacity ranges from 250GB to 2TB, and most 
external drives use a USB 2.0 connection. Higher- 
end external drives offer an eSATA port for faster 
transfer if your computer supports it. USB 3.0 con- 
nectivity, which is 10 times faster than USB 2.0, is 
beginning to appear in external hard drives, PCs, 
and notebooks. 

Common features of external hard drives in- 
clude: a USB 2.0 connection, backup software, por- 
tability, per file or folder backup, and incremental 
or full backup. Among the advanced features you 
will find on external drives is a second drive for 
redundant copy of data, encrypted data for secu- 
rity, password protection or another authentication 
method for security, USB 3.0 or eSATA connection 
for faster data transfer, and continuous backup of 
specific files and /or folders. 

The most obvious advantages to external drives 
are their cost and ease of use. Disadvantages of this 
type of drive include limited storage options and 
lower data capacity. "An explosion of digital data is 
occurring today, and at some point you will fill up 
an external HDD, and before long you have multiple 
HDDs full of data," says Chris Romoser, senior direc- 
tor, worldwide communications and public relations 



at Iomega. "Then the questions begin: Where is the 
data you're looking for? Which one of the drives is 
the data on?" 

External drives are ideal for single machines 
or data files. They are easy to connect and set up, 
their USB drives do not require additional power, 
and their price is affordable. On the downside, 
though, you can't back up computers over the net- 
work, nor can you access data remotely. You also 
won't be able to support multiple backups on dif- 
ferent drives, and any offsite storage will require 
multiple drives and transfers or integration with 
an online backup solution. 

NAS (Network Attached Storage) 

A NAS is a device that connects directly to 
the router on your network via an Ethernet port. 
(If you are using a wireless router, a NAS sup- 
ports wired and wireless devices, even though it 
connects to the router with an Ethernet cable.) A 
NAS can support two to 12 drives with 1TB to as 
much as 24TB of storage. 

Common features include Gigabit Ethernet con- 
nection to network router, incremental or full backup, 
continuous backup of specific files and /or folders, 
and support for USB external drives and /or NAS 
enclosure with disk drives. NAS devices also support 
file sharing, multiple OSes, and encrypted data and 
password protection for security. They also include 
additional drives for RAID and feature a Web-based 
management interface. Among the advanced features 
of a NAS are its dual gigabit Ethernet connections for 
faster transfer and redundancy if one port fails. Hot- 
swappable drive bays let you add or change drives 
without shutting down. 

The NAS also have physical security for remov- 
able drives. Additional advanced features include 
data deduplication to eliminate redundant copies of 
files and save storage space, remote access to files 
via the Internet, print server support for sharing 
network printers, virtual server support, and UPS 
(uninterruptable power supply) support in case of 
power failure, as well as reporting and alerts. 
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The HP Storage Works Data Vault 
300 (www.hp.com) is a NAS 
appliance designed for networks 
with as many as 10 computers. 
Based on Microsoft Windows 
Home Server, it provides auto- 
mated backup, storage, and local 
and remote file sharing. 

Primarily intended to pro- 
vide additional storage, a NAS 
can serve multiple purposes in 
a small business or home of- 
fice environment. For storage, a 
NAS consolidates file storage for 
computers on a network to a single location. You can 
then back up, restore, and share files more easily. De- 
pending on the device design, the NAS can act as a 
media server that integrates with media applications, 
and it can provide print server capabilities to share 
printers on the network. Disadvantages include cost 
and complexity. "NAS units are an added expense," 
says Romoser. "However, the price delta between 
3.5-inch HDDs and single-drive NAS units is decreas- 
ing steadily" 

The pros and cons of a NAS vary. Among 
the pros are the device's ability to handle large 
amounts of data and its one-time cost, with a va- 
riety of price points based on features. A NAS is 
expandable, it is always on, and it supports net- 
works, multiple machines, and multiple devices. 
Among the cons are its price, which is often high- 
er than external drives, and it is more complex to 
configure and manage software, hardware, and 
security. You will need multiple drives /devices, 
as well, if you are considering using offsite stor- 
age. NAS is not portable and require a network. 
Offsite storage may require you to use offsite 
drives or devices or integration with an online 
backup solution. 

Online Services 

An online backup service uses software and /or 
a Web-based interface along with an Internet con- 
nection to transfer your 
backup data to the service 



Drobo FS is designed 
for the connected 
home, home office, or 
small-office environment 
for sharing and backing 
up files over the network. 
It works with Windows, 
Mac, or Unix/Linux 
computers and offers 
redundant data protection. 




provider's remote servers or hard- 
ware. The cost is usually a monthly 
or annual subscription based on the 
total amount of storage required, the 
number of systems to back up, and/ 
or the number of backups to retain. 
Online services often let you 
store data offsite in a secure data 
center. It features encrypted data 
transport and storage, password 
protection, or other authentica- 
tion for security. And it supports 
multiple OSes, continuous back- 
up, and incremental or full back- 
ups. Among its advanced features, you'll find 
network backup of multiple computers, servers, 
or NAS, including any special needs such as MS 
Exchange, Active Directory, or virtual machines. 
It supports file sharing and online access to files 
and data deduplication to eliminate redundant 
copies of files and to save storage space. 

Online backup service can be more cost-effective 
than a NAS solution and easier to set up. They re- 
quire no additional hardware and can be used with 
networks and multiple machines or locations. On the 
other hand, restoring data over an Internet connec- 
tion can be time-consuming and the backup service 
provider controls data security. 

There are some drawbacks to online backup servic- 
es, however: A third-party provider manages data and 
security, and you'll have to rely on the provider for re- 
dundancy. There are also limits on file size and storage 
limits, which can be cost and /or performance prohibi- 
tive. Restoration processes can be slow, as well. Pricing 
models also may not fit the use, either. 

Protect Your Business 

With much of today's business conducted 
electronically, don't overlook the importance of 
backing up your critical data. If your hard drive 
crashes or your system is damaged in a fire, flood, 
or other natural disaster, the cost to your business 
could be far more than the investment you make 
in a backup solution. 

If you're not certain which backup 
option is best for your small business, 
start with the solution you think is easiest 
to implement and use. You may also find 
that a combination of solutions works 
best. For example, you could back up crit- 
ical data to an external drive or NAS, and 
use an online back up service for a more 
complete backup and offsite storage. The 
possibilities are numerous. ▲ 



SMALL BUSINESS 
BACKUP TIPS 
Schedule backups: 

Implement and enforce 
backup schedules for 
your servers, desktops, 
and laptops — and 
automate as much as 
you can. 

Back up complete 
systems, too: A "down" 
server means lost 
business, so back up 
the operating system, 
applications, configura- 
tions, and settings, not 
just files. 

Keep off-site backups: 

Make sure files and 
systems can survive 
fire, flood, vandalism, 
sabotage, loss of your 
facility, or even a re- 
gional disaster. 

Test backups: Don't 

wait until recovery to 

discover a resource, 

process, or technical 

shortcoming — test the 

entire cycle. 

Source: Symantec Small 
Business Protection Guide 
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Business Projectors 

Tips For Selecting The Right One 



by Jennifer Farwell 



Projectors have been tools in the arsenal of 
business professionals for decades. While 
their basic function hasn't changed, new tech- 
nologies in projectors are making it harder than 
ever to decide which one is right for a given situa- 
tion. We'll demystify some of the specifics for you 
to make it easier to find a perfect match. 

What Do You Need? 

Projectors vary widely in price — from less 
than $500 to tens of thousands of dollars. If 
you outline your requirements up front, it's 
easier to make the right decision. Some of the 
things to consider include: 

Room size: What's the farthest distance 
you expect to be projecting? A projector that 
offers good quality and legibility in a small 
conference or training room may be a failure 
in an auditorium. 

Light vs. dark: Are your presentations al- 
ways given in low-light or dark environments, 
or do you prefer a well-lit environment? The 
brighter the room, the brighter your projector's 
image must be to overcome the ambient light. 

Portability: What form factor is important 
to you? New pico projectors weigh less than 
a pound but can project screens of 50-inch 
(diagonal) or more (with varying degrees of 
quality), making them easy to carry in a brief- 
case or on a plane. On the flip side, some pro- 
jectors can be mounted to a ceiling or wall and 
permanently wired to an input source. 

Image quality: Do your presentations 
use small text the audience must read, or 
does closing the sale depend on making a 
good impression? 

Input method: Do you need composite 
video or HDMI (high-def) inputs for use with 
DVD players, digital cameras, and other sup- 
ported devices? Do you want wireless connec- 
tivity or network support for remote input? 

Technical Considerations 

The technical aspects of projectors can seem 
a little confusing at first. However, under- 
standing the technology of projectors enables 
you to really target your search. 



Illumination 

Projector brightness is measured in ANSI 
(American National Standards Institute) lu- 
mens. A lumen is a measurement of brightness 
relative to its perception by the human eye 
(as opposed to a measure of light itself). Due 
to wiggle room for "scientific interpretation," 
one 2,000-lumen projector might be slightly 
brighter than another. Nevertheless, overall 
the system works reasonably well, so you can 
expect a 3,000-lumen projector to be noticeably 
brighter than a 2,000-lumen one. 

Standard business projectors range from 
approximately 2,000 to 7,000 lumens (pocket 
and pico projectors offer far fewer lumens, in 
the 10 to 1,000 range). Brightness affects the 
distance, screen size, and sharpness of your 
display so it is a very important consideration. 

For very large, crisp displays in rooms with 
little to no lighting control, you'll likely need 
a projector with 4,000 lumens or more. For 
smaller displays and darker situations, you 
can reduce the lumens considerably. Between 
2,000 and 2,500 lumens is a common recom- 
mendation for average use, and 1,000 lumens 
or fewer (sometimes far fewer) is viable for 
small screens in small rooms. 

Resolution & Contrast Ratio 

The terms used with televisions and PCs 
are also valid with projectors. Resolution de- 
termines the number of pixels (dots of color) 
the projector can display. A higher pixel count 
increases the ability to display small text and 
other details. Most projectors can display 
higher resolutions than their rating, but clarity 
(especially for text) suffers. If you must buy a 
projector with lower resolution than your PC, 
change your PC's resolution settings to match 
before you present. For more on resolution, 
see the chart in this article. 

Contrast ratio is a measure of the relative 
brightness of the lightest pixel to the darkness 
of the blackest one. High contrast ratios pro- 
vide a richer image with more depth. This is 
important for video and photography but less 
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so for two-dimensional presentations such as 
slide shows. 

Throw Distance 

Throw distance is exactly as it sounds: the 
distance a projector can throw (project) an 
image of a specified size without negatively 
affecting brightness or clarity. Projector manu- 
facturers quantify throw distance in terms of 
throw ratio (the throw distance divided by 
the width of the image). To calculate throw 
distance from the throw ratio, multiply the 
desired screen width by the throw ratio. Many 
major manufacturers offer throw distance cal- 
culators specific to their products. 

Some projectors offer zoom lenses, and 
the throw range (minimum and maximum) 
changes with the level of zoom. The most 
expensive projectors support interchangeable 
(and expensive) lenses, which give you even 
more control. 

Imaging Technology 

At the present time, there are three main 
imaging types: LCD (liquid crystal diode), 
DLP (digital light processing), and LCOS 
(liquid crystal on silicon). Both LCD and 
DLP have improved considerably over the 
years, and both enjoy huge market share. 
LCOS is less common but has specific ad- 
vantages, as well. 

To discuss the underlying technologies of 
these would take more room than we have 
here. In terms of practical differences, LCD 
is a less expensive technology than DLP and 
produces very sharp details and accurate color 
for text and other flat elements. For video, 
low-end LCD machines can suffer from pix- 
elation (visible pixels). 




DLP is often recommended for video and 
photography. However, low-end DLP systems 
can have an unpleasant "rainbowing" effect. 
DLP systems are sealed units not susceptible 
to dust intrusion. Some DLP systems now use 
LED (light emitting diode) illuminators, which 
eliminates the need for replacement lamps. 

LCOS, generally priced between LCD and 
DLP, offers very smooth images but does not 
support the high contrast possible with DLP. 

Final Thoughts 

In addition to the major issues we have dis- 
cussed here, you may want to consider a wire- 
less remote. If projector placement is an issue, 
look for lens shift (the ability for an off-center 
projector to compensate for positioning). If 
you cannot afford the brightness you need, 
place your screen in the darkest part of the 
room and reduce ambient light near it. Finally, 
if you are on a budget, remember that quality, 
rich feature sets, and low price are rarely the 
best of friends. ▲ 



Pico projectors such as this 
Optoma PK102 are lightweight 
and tiny but lack the resolution 
and brightness you'll find in 
standard business-class models. 



Resolution Counts 



You'll get the best results (and flexibility) from your projector if you match its resolution to the highest resolution your 
input device can display. Also, consider a widescreen projector if that is the aspect ratio you use most often on your PC. 
Following are some resolutions you will encounter. 



Name 


Pixel Depth 


Aspect Ratio 


Key Points 


SVGA 


800 x 600 


Standard (4:3) 


Inexpensive; does not handle detail well 


XGA 


1,024x768 


Standard (4:3) 


Middle-of-the-road detail; widely supported 


SXGA+ 


1,400x1,050 


Standard (4:3) 


Superior clarity for details at large screen sizes 


WXGA 


1,280x800 


Widescreen (16:10) 


Provides a wider display area for charts and other data 


VVSXGA+ 


1,680x1,050 


Widescreen (16:10) 


Superior clarity for details at large screen sizes 


VVUXGA 


1,920x1,200 


Widescreen (16:10) 


Supports full 1 080p (HD) display and rich detail on very 


large screens 
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Business Software 

The Latest Releases & Updates 



by Rod Scher 



Nothing ever stays the same, certainly not 
in the world of business-related software. 
Attempting to manage a business while 
keeping track of new and updated software releases 
is enough to try anyone's patience, so we'll give you 
a hand by letting you know what's available. 

Microsoft Office 365 Goes Live 

Microsoft Office 365, the company's next-genera- 
tion cloud productivity suite that includes Microsoft 




Adobe's Digital Publishing 

Suite, built around InDe- 

sign CS5, lets publishers 

create and sell digital 

content to consumers and 

retailers or through mobile 

marketplaces. 



Office, SharePoint Online, Exchange Online, and 
Lync Online (and integration with the desktop-based 
Office suite), has gone live. An always-up-to-date 
cloud service that allows anytime access to Micro- 
soft's productivity apps, Microsoft Office 365 lets 
users work together from just about anywhere on 
almost any device. The newest component, Lync, is a 
cloud-based communications service that comprises 
instant messaging; audio and video calling; and an 
online meeting app that includes PC audio, video, 
and Web conferencing. Microsoft guarantees that Of- 
fice 365 will have an uptime of 99.99% or better. 

IBM Adds Notes Features To LotusLive 

IBM's hosted collaboration suite, LotusLive, 
now has new and revamped features, including 
calendar and email apps from the venerable Lo- 
tus Notes app. Each user will be allotted 25GB of 
storage at a cost of $5 per month. Notes applica- 
tions are not supported, but IBM spokespersons 
say companies can integrate the new features with 
their in-house Lotus Notes deployment. LotusLive 



also now includes Communities, a cross-organiza- 
tion collaboration tool that includes forums, book- 
marking, file sharing, and project tracking. The 
new release is integrated with Bricsys' software 
for sharing, viewing, and annotating documents. 
Bricsys supports more than 70 document types. 

Adobe Announces New Digital 
Publishing Suite 

The new Adobe Digital Publishing Suite provides 
hosted services and tools that let publishers create, 
publish, optimize, and sell digital content directly 
to consumers, either via content retailers or through 
leading mobile marketplaces. The suite assumes the 
use of InDesign CS5, PDF, and HTML5 to produce 
content that can be fully publisher-branded and can 
support tablet devices, including the Apple iPad, 
BlackBerry PlayBook, Samsung Galaxy, and the ex- 
pected Android-based devices that will be hitting 
the market over the next several months. The suite 
includes four major services: Content creation tools, 
a distribution service, an e-commerce service, and an 
analytics service that lets publishers view advertis- 
ing, subscriber, download, and purchase data. 

Will Microsoft Release Windows 8 
In 2012? 

Some sources are saying that Microsoft plans 
to release Win8 in October of 2012. (Copy on the 
company's Dutch Web site noted a planned release 
"about two years away," but that text was quickly 
removed from the site, replaced with an innocuous 
note about an upcoming Service Pack for Windows 
7.) Other rumors promise that Win8 will feature 
USB 3.0, touchscreen technology, gesture recogni- 
tion (similar to that in Kinect), and an app store 
much like the one that Apple recently announced 
for Mac software. No one at Microsoft is saying 
much about the anticipated operating system, al- 
though CEO Steve Ballmer has been quoted as say- 
ing that Win8 will be "the company's riskiest bet." 

QuickBooks 2011 Adds Mobile & 
Web Access 

Intuit has upgraded its popular small-business ac- 
counting package to include mobile access to accounts 
and batch invoicing, among other improvements. The 
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new version allows browser and smartphone access to 
QuickBooks, while remaining a desktop-based appli- 
cation. (Unlike other versions of QuickBooks, some of 
which are actually Web-based.) Intuit also improved 
the app's Search function, so users can now search 
across the entire QuickBooks database. With the latest 
version users can also import contacts from Outlook 
and most Web-based email services, including Hot- 
mail and Gmail. A free 30-day trial of QuickBooks 2011 
is available; after that, Intuit charges $10 per month per 
user in addition to the cost of the software. 

Microsoft Offers "Cloud CRM For Less" 
Bounty 

Microsoft Business Solutions has been inviting 
customers to learn about and evaluate Microsoft 
Dynamics CRM Online, promising a "Cloud CRM 
for Less" offer for customers of Salesforce.com and 
Oracle. Eligible customers can get rebates of as 
much as $200 for switching to Microsoft Dynamics 
CRM Online between now and June 30, 2011. Inte- 
grated with Microsoft's other products — including 
Outlook and Office — Microsoft Dynamics CRM On- 
line also qualifies for the company's 99.9% uptime 
guarantee. Recent enhancements to the product in- 
clude extended language support, new developer 
tools, and the addition of mobile access via Mobile 
Express for Microsoft Dynamics CRM. 

MicroEdge FIMS 2.5 Update 

Foundations and organizations utilizing Micro- 
Edge's Foundation Information Management Sys- 
tem to aid in grant-writing and management, fund 
administration, scholarship, and similar activities 
can now download FIMS 2.5. The new version in- 
cludes multiple enhancements aimed at streamlin- 
ing workflow, data entry, and updates. Included are 
tools to help organize data into easily presented re- 
ports in various formats. The update also allows for 
the use of the NCOA (National Change of Address) 
database, eliminating the need to enter address up- 
dates into the system one at a time. FIMS 2.5 is free 
for current FIMS users. 

Internet Explorer 9 To Get "Do Not Track" 
Option 

It's beginning to look like Version 9 of Microsoft's 
popular browser, set for release soon, will offer a pri- 
vacy setting aimed at making it easy for users to keep 
their browsing habits from being tracked by advertis- 
ing networks and other third-party Web sites. 

The Tracking Protection feature was unveiled five 
days after the Federal Trade Commission proposed 
that browsers be equipped with such an option to pre- 
vent Web sites and advertisers from compiling data 



about people's browsing habits. Microsoft's Chief Pri- 
vacy Strategist, Peter Cullen, has recently touted the 
company's Privacy By Design initiative, posting on 
his blog that features such as a "Do Not Track" option 
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Acronis Backup 
& Recovery 10 
Online offers 
cloud-based 
redundancy for 
workstation and 
other backups. 



offer consumers "more choices to control information 
about their online activities." 

Acronis Backup & Recovery 10 Online 

Acronis Backup & Recovery 10 Online, which of- 
fers a fast, secure offsite data protection service, has 
now been verified as Citrix Ready. In conjunction with 
desktop-based Acronis Backup & Recovery 10, the 
cloud service offers the benefits of a dedicated remote 
data center, providing needed redundancy for backup 
and recovery. 

Used with servers, workstations, and virtual ma- 
chines, the product allows several types of backup: 
block-level, file-level, full, incremental, and sector-by- 
sector. Users can opt to use compression and exclusion 
features, if desired. Acronis Backup & Recovery 10 
Online users can back up individual files or entire sys- 
tems, and they can restore files or images to any server 
or workstation. ▲ 
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Greenovations 

Energy-Conscious Tech 



by Nathan Lake 



The electronic 
devices that make 



our lives easier also 



produce some un- 
wanted side effects 



nent. Fortunately, 



many consumer 



working to create 
products that keep 



while reducing 



to lessen our 



impact on the 



we take a look 



technology 



initiatives. 



IBM & Others Look To Curb Energy Consumption 

IBM is partnering with several leading academic and corporate research organizations across Europe to 
increase the energy efficiency of today's popular gadgets and electronics and eliminate power consumption 
when the devices are in standby. The scientists working on Project Steeper plan to focus the initial work on 
TFETs (Tunnel Field Effect Transistors) and semiconducting nanowires, which let manufacturers create an 
abrupt transition between off and on states. The result is reduced power leakage and lower voltage neces- 
sary to operate the electrical equipment. Project Steeper will also evaluate the physical limits of using TFETs 
and nanowires to improve energy efficiency. 




New Solar Technology 

Solar Frontier (www.solar-frontier.com) 
and IBM signed an agreement to develop 
solar technology based on CZTSS (copper, 
zinc, tin, sulfer, and selenium). IBM broke 

record levels of efficiency (9.6%) with the CZTSS material nearly a year ago, and working with Solar Frontier, an 
innovator in thin-film solar technology, will allow the two companies to develop and manufacture a solar tech- 
nology that's cost competitive. The material list of IBM's CZTSS technology doesn't include heavy metals and 
the materials are readily available, which lowers the cost of producing the solar panel. Solar Frontier's thin film 
solar panels, in comparison to traditional PV panels, weigh significantly less, are not subject to wind lifting, and 
can withstand a person's weight. Solar Frontier and IBM's collaboration is expected to produce solar panels that 
offer next-generation efficiency and lower the cost of producing energy, as well as provide more affordable solar 
energy options for businesses. 

High-Efficiency Bulbs Without The Waiting 

A common complaint about high-efficiency CFLs (compact fluorescents) is that the bulbs can take any- 
where from 10 to 20 minutes to warm up. General Electric's Reveal and Energy Smart Soft White (price not 
yet available; www.gelighting.com), however, are hybrid bulbs that turn on right away. They can do this 
because they are two bulbs in one: There's a small halogen light that turns on first, and then the CFL begins 
to light. After the CFL reaches full brightness, the halogen light turns itself off. GE indicates that both the 
halogen and CFL lights feature the same lifespan of 8,000 hours. GE will make 15W and 20W hybrids avail- 
able this year, with additional versions to come. 

WattStation EV Charger 

If you're thinking about investing in an electric 
vehicle, or a fleet of electric vehicles for your busi- 
ness, you'll like that GE has made residential ver- 
sions of its WattStation (pricing not yet announced, 
but residential models are expected to cost between $1,000 and $1,500 each). Assuming a full-cycle charge 
for a 24k Wh battery, standard charging to level 1 on the electric car will take between four and eight hours. 
Additionally, GE indicates the WattStation will offer smart grid connectivity, so utilities can help to manage 
the impact of electric cars on the local and regional grid. Of course, the biggest advantage of the WattStation 
is that it'll provide you a convenient way of charging your electric vehicle. 
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New Xerox Solid Ink Printers 

There are two new desktop models in Xerox's ColorQube line of solid ink printers: the ColorQube 8570 
(starts at $699; www.xerox.com) and 8870 (starts at $2,499). The solid ink technology uses mess-free, non- 
toxic solid sticks of ink. The printers are designed to create 90% less printing waste than conventional laser 
printers, and they require fewer parts, thus reducing the chances for printer error. The ColorQube printers 
also come with GreenPrint Technologies' GreenPrint software, which automatically highlights and removes 
unnecessary Web pages such as pages with only banner ads or company logos, so that you only print what 
you want. Xerox's Intelligent Ready feature monitors when the printer is used and will put it into a low- 
power mode during idle times. The 8570 and 8870 also can print as many as 40 pages per minute in both 
grayscale and color mode, and they feature a fast first-page-out of five seconds. 



AT&T's Eco App 

Designed for Apple's iPhone, iPod touch, and iPad, the Eco app (free 
through Apple's iTunes Store; www.itunes.com/appstore) lets you locate 
the nearest recycling center, make a donation to the Arbor Day Foundation, 
and track materials you recycle. For example, the Recycle page includes 
options for Plastics, Electronics, Metal, Glass, Yard, and Household Items. 
The Eco app also provides environmental advice in the form of "Eco-Tips" 
(which you can browse) and announcements (which you can receive via 
push notifications). 

Responsible Printing 

Printing is not an earth-friendly process. It involves the use of non-biode- 
gradable materials, power, and paper. And while printing is not something you can stop doing in business, 
you can control how much you print, such as with NER Data (www.nerdata.com) Print4 Managed Print 
Solution. NER's service streamlines the management of all the printers' hardware, parts, service, and sup- 
plies to provide you a means to reduce print costs and reduce your carbon footprint. For example, the Print4 
Managed Print Solution helps to implement the use of electronic faxing, duplex printing, and the printer's 
built-in power saving modes. Its Just In Time inventory management creates electronic toner orders to reduce 
the waste of cartridges and toner. NER can also help you to properly recycle decommissioned printers. 




ecollective 



What To Do With Your Unwanted Electronics 

Ecollective (www.myecollective.com) is a service from ECS Refining 
that's designed to take back almost any electronic device or accessory. Just 
visit the ecollective Web site and enter your ZIP code into the Find Your 
Nearest Location field on the home page, click Find, and you can locate 
the drop-off area closest to you. (Note that at press time, it appeared that 
most ecollective locations were based in California.) Ecollective partners 
work with e-waste collectors, electronics manufacturers, retailers, and 
municipalities to help you locate an e-waste recycler. All the collectors use 
procedures to put the device back into manufacturing for reuse, or at least 
dispose of it in an environmentally safe manner. 



BQQ 



Solar-Powered Keyboard 

Logitech introduced its Wireless Solar Keyboard K750 ($79.99; www 
.logitech.com), which is actually powered by any kind of light, whether it's the sun or a lamp. The Wireless 
Solar Keyboard also includes a Solar App you can download on your PC to see how much battery power 
the keyboard has and how ambient light is feeding the keyboard. Logitech indicates that when fully 
charged, the keyboard can function for three months in total darkness. 
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Tap Into The Web 

ISITE Design On Reimagining Your Business 



Jeff Cram is the 

chief strategy officer 

and co-founder of 

ISITE Design. 




w 



e recently spoke with Jeff Cram, chief 
strategy officer and co-founder of ISITE 
Design, about what makes his com- 
pany unique and how it not only focuses its cli- 
ents' digital presence, but also helps them home 
in on their audience, develop new business 
strategies, harness the power of social media, 
and more. Anyone can redesign a Web page; 
ISITE Design endeavors to re- 
imagine your businesses in the 
digital age. 



QWhat makes a company an 
ideal candidate for ISITE 
Design's Web strategy services? 

A We believe every organiza- 
tion has the opportunity 
to use digital to transform the 
way it does business. We work 
with growing organizations who 
want to rethink the role of digi- 
tal and develop a long-term 
strategy that helps drive the 
business forward. 



We've found that 
most organizations 
have a lot of 
data — often too 
much data— but 
have little idea how 
to use that data to 
make decisions. 

isite Design 



QWhat types of Web strategy advice do 
businesses these days need most? 



A As funny as it sounds, we're starting 2011 
and most businesses have still not defined a 
digital strategy that supports their overall busi- 
ness strategy. There's still a mindset that the 
Web is simply part of your marketing mix and it 
gets managed with a campaign mentality. While 
that's part of the equation, there's a much bigger 
opportunity to look at how the Web drives the 
overall customer experience. This requires orga- 
nizations to take a big step back, define clear suc- 
cess metrics, and bring the role of digital into the 
boardroom. It's an exciting conversation to have, 
and one we're seeing more and more organiza- 
tions moving toward. 

QWhat sizes of businesses can benefit from 
ISITE Design's services? 

A We literally work with everyone from small 
businesses to Fortune 100 organizations. Our 
sweet spot tends to be working with organizations 
that need help at the intersection of marketing, user 
experience, and technology. We're able to come in 
and help define a digital strategy and pull all the 
pieces together to drive successful online initiatives. 
We're interested in any project where we think we 
can make a positive difference and do some inter- 
esting work along the way. 

QIs there anything else you would like our 
business readers to know about ISITE Design? 

A We're launching a new mea- 
surement and optimization 
practice that is helping organiza- 
tions use data to drive ongoing op- 
timization. We've found that most 
organizations have a lot of data — 
often too much data — but have 
little idea how to use that data to 
make decisions. Our optimization 
group can come in and help iden- 
tify the opportunities for lift and 
create a culture of continuous im- 
provement that will stay long af- 
ter we leave. Instead of doing one 
Web site redesign after another, 
we're recommending organizations 
start by trying to optimize the Web site they have 
today. It's exciting to see how small changes can 
lead to a very big impact on the bottom line. ▲ 
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KEY POINTS 

A The always-connected 
"iWorker" — one compo- 
nent of the consumeriza- 
tion of IT — expects to 
use personal devices for 
business and vice versa in 
the mobile workplace. 

▲ Half of IT staff reports 
being unprepared to 
support consumer-sup- 
plied devices. 

▲ Eventually companies 
will need to embrace 
consumer devices on 
their network in order to 
accommodate employees' 
fluid work lives. 

▲ Businesses should es- 
tablish a security policy for 
safeguarding sensitive data 
on employee devices. 



Consumer Devices 
n The Workplace 



What Should IT Do About Them? 



by Joanna Clay 

What does a mobile employee's workday 
look like when consumer devices are 
part of the picture? She wakes up and 
checks her work email on her Android smart- 
phone. There's a lot to follow up on, so she pulls 
out her personal iPad and starts making notes and 
editing her calendar and a few documents. When 
she arrives at the office, she remembers there's a 
limited-release book for purchase for her Kindle, 
so she logs onto the company Wi-Fi network to 
purchase the book. On her company-issued lap- 
top, she checks her professional Gmail account, 
Facebook profile, and Twitter inbox to see who's 
inquired about the new product demo. After log- 
ging onto the interoffice instant messaging ser- 
vice, she reminds her colleague that she's using 
her iPad for the product briefing this afternoon 
and she's brought her new iPad dock to connect 
to the in-house video projector. 

These are just some examples of the ways 
"i Workers" are using popular devices in physi- 
cal and mobile workspaces. 

Employee vs. IT Expectations 

In support of this mobile transition, the results 
from Cisco's "Connected World Report" reveal 
that 60% of employees believe they don't need to 
be in the office to be productive or efficient; 66% 
want work flexibility in general. The Cisco report 
calls a business making this transition a "New 
Borderless Organization," a place in 
which anyone (employee, partner, 
or costumer) can stay connected 




to anything (person-to-person, person-to-device, 
or device-to-device) at any time (instant access, 
instant response) or any place (at work, at home, 
or when traveling). 

Kate Blatt, spokeswoman for enterprise mo- 
bility company iPass, says, "Mobile employees 
move easily between work and personal tasks 
on their mobile device. Whether checking a 
status update on Linkedln, sending an email, 
or browsing the Web. They expect to be able to 
check in and connect anywhere, at any time, at 
their own convenience. Even during vacation 
they want to stay connected with work." 

Even though the consumerization of IT 
makes it easier for end users to seamlessly 
blend work and personal tasks, 45% of IT pro- 
fessionals report they are unprepared or strug- 
gling to handle the influx of primarily mobile 
devices and their "always connected" status. 

Balancing Expectations With Reality 

What exists in the current device climate is 
a disconnect between what employees want to 
do with various consumer devices or applica- 
tions and the vigilance of IT departments to 
securely manage hundreds of tablets, ebooks, 
and various wireless devices. Beyond using 
devices to access the company network, aware- 
ness must be turned toward the security of 
company data stored on these devices. 

Blake McConnell, senior director of SMB Se- 
curity Solutions at Symantec, says it's not just 
about the device anymore, but rather it is more 



"Today's workforce is becoming more mobile, especially the SMB 
workforce, and the use of mobile devices is essential to communi- 
cations and productivity" says Blake McConnell, senior director of 
SMB Security Solutions at Symantec. "Employees need access 
to mobile devices to better serve customers, and more 
and more organizations are adopting this model" 
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"[In] a lot of the more emerging countries (Mexico, 
Brazil, China, India, etc.) the expectation for both 
user and IT is that there will be a coexistence of work 
and personal on these devices. When you get to the 
more developed countries, interestingly enough, 
you'll see somewhat the opposite, but it's actually 
the U.S. that's more conservative," says Chris Kozup, 
mobility marketing director for Cisco. 



about the information that resides on the de- 
vice and the person using it. 

He adds, 'The IT department must make 
complete protection their priority. From securi- 
ty to backup and recovery, IT must completely 
protect each person in order to protect the com- 
pany and its data as a whole." 

Some of the more obvious threats to the 
corporate network and sensitive data include 
virus infections from connected devices; leak- 
age of company secrets when a device is lost or 
stolen; and disclosure of confidential company 
information from the inside, whether purpose- 
ly or inadvertently, via email, instant messag- 
ing, blogging, social networks, VoIP, and other 
modes of electronic communication. 

Blatt says, "When employees use personal de- 
vices for work, they often unknowingly open their 
companies' business data to certain risks. Consid- 
ering that an estimated 70% of corporate data now 
lies on mobile devices (which IT may not be aware 
of), this introduces a significant 
amount of risk to enterprises." 

But what is a workable solu- 
tion to protecting sensitive in- 
formation within the enterprise 
aside from restricting almost all 
employee devices and applica- 
tions? While bans might be the 
knee-jerk reactions for more con- 
servative companies, sooner or 
later company executives will 
need to implement a consumer 
device security policy enforced 
by IT. 

Chris Kozup, mobility market- 
ing director for Cisco, says the 
decision to either remain conser- 
vative — to say "no" to permit- 
ting devices — or jumping on the 
iWorker bandwagon comes down 
to risk versus reward. "On the one 




For Android users interested in an 
app that helps you protect data on 
your smartphone, check out 
Rui man Info's Application 
Protection (www.ruimaninfo 
.com), which allows users to install 
an unlock code for privacy. 



hand," he says, "the idea of mobility and consum- 
erization of IT does present a risk to the business. 
Increasingly there is a significant opportunity for 
business in terms of embracing these tools. Ulti- 
mately we're starting to get to the 
point . . . where the reward is out- 
weighing the risk." 

And, now that app store use is 
as commonplace as picking some- 
thing up in a convenience store, 
employees have easy access to 
productivity software, whether or 
not it's required for the job. "The 
value of the iPhone or the iPad 
exists within the applications they 
provide," says Kozup. "One of my customers has 
actually found that their users were purchasing 
iPads [on their own], downloading third-party 
apps, and using them for business purposes." 

A Privacy Policy That Works 

In general, many of the ana- 
lysts and experts researching 
consumer tech in the workplace 
are offering the same sugges- 
tions: Determine what devices 
and applications are most use- 
ful and set up a policy that is 
realistic for IT and practical for 
end users. 

McConnell says that Syman- 
tec offers the following security 
recommendations for managing 
employee-owned mobile devic- 
es: Focus on protecting the in- 
formation; encrypt the data on a 
personal device; ensure security 
software is up-to-date; develop 
and enforce strong security poli- 
cies; and use caution when en- 
abling Bluetooth connections. A 




Mobiata's FlightBoard 

(www.mobiata.com), 

an iOS-compatible 

app that updates flight 

information in real time, 

could be considered a 

"crossover" personal- 

and business-use app. 
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If the notebook can be 
isolated from the network 
and the employee works 
on a virtual Desktop, even 
consumer-grade devices 
such as this easily portable 
DellXPS 14 can supply all 
the computing power the 
employee needs for home 
and work. 



Employee Devices 
Come To Work 

"Bring Your Own" Notebooks: Smart Move Or Risky Business? 



by Rod Scher 




Employees have been bringing personal elec- 
tronics to the office for years: Music players, 
digital cameras, PDAs, and more have all 
been introduced to the workplace, often with no 
problem, though occasionally with dire results. 
But what about when employees use personal 
notebooks, smartphones, and other devices not 
as toys to use over lunch but as part of the actual 
workflow? That is, what happens when employ- 
ees, in effect, provide their own office technology? 
Allowing — or in some cases, requiring — 
employees to use their personal laptops and 
phones at work is a growing trend. Accord- 
ing to a recent Gartner survey, 14% of workers 
could be using employee-owned notebooks as 
their primary work computer within a year or 
so. The study also pointed out that employers 
are almost evenly divided on the topic: While 
48% of surveyed companies prohibit the use of 
personal laptops at work, 43% allow their use. 

Happy Employees, Happy Employers 

Most employees like the idea of using their own 
computers and smartphones for work — especially 
if the company offers (as most do) a stipend of 



some sort to help offset the cost of the device. The 
companies, meanwhile, reason that a happy em- 
ployee is a more productive employee. 

But it's really all about money, of course. Com- 
panies that encourage employees to use their 
own computers and phones need not buy those 
devices, which means they spend less money on 
equipment, even with a stipend. The cost savings 
can be considerable. 

The Risks 

But bringing employee-owned devices to work 
is not without risks. If the program is not well 
thought out, serious security and legal issues 
can arise, says security expert James O'Gorman. 
Take smartphones, for example: "Who owns 
that data on the phone?" asks O'Gorman, a de- 
veloper for Social-Engineer.org. "It's a personal 
device, but it contains company data. If the em- 
ployee leaves the company, does the company 
have the right to do a remote wipe of the phone? 
Or would that destroy the employee's personal 
data, given that most remote wipe functions reset 
the phone to factory defaults? In the event of a 
lawsuit, is the device discoverable? Does the em- 
ployee want his personal property involved in a 
company legal matter? Who is responsible for de- 
vice security, and how can it be enforced?" 

These are questions that employers cannot af- 
ford to ignore. Some hard questions must be asked 
and answered before moving ahead with a "bring 
your own notebook" policy: Who supports these 
devices? (If it's the company, does that eat up the 
supposed cost savings?) If an employee is walking 
around with a notebook on which company data 
resides, who really owns that data? If the laptop is 
stolen or misplaced, who is responsible? If the em- 
ployee leaves, who is in control of that data? And 
if an employee picks up a virus or worm, brings 
that malware into the office, and connects to the 
company network, what then? 

Some experts argue that the practice of hav- 
ing employees bring their own notebooks and 
smartphones to the office is simply too risky. "I 
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"The pressure to use different platforms and form factors is becoming significant," says 
Sybase CIO Jim Swartz. "Whether it's an Android tablet or a Linux, Mac, or Windows 
laptop, people are going to want to use a preferential device" 



advocate that employees 
have clearly separate corpo- 
rate and personal devices, 
from phones to laptops/' 
says O'Gorman. "This 
keeps the company out of 
the employee's personal 
life, and it ensures that the employee's personal 
life cannot affect the company's IT infrastructure." 

The Benefits 

Nonetheless, some companies feel they have 
a handle on the risks and that the potential ben- 
efits are too great to ignore. "We do allow people 
to bring their own laptops into the company and 
hook them up to our network," says Jim Swartz, 
CIO of Sybase, an enterprise software and services 
company with more than 4,000 employees. 

Saving money. Sybase began experimenting 
with employee-owned laptops three or four years 
ago as an attempt to find alternatives to the expen- 
sive laptops it was placing on every employee's 
desk. "That led us on a path toward developing 
virtual workstations and Desktops," says Swartz. 
"As we went along that path, we found that 
there's a point at which you can start thinking 
about letting people use different types of devices, 
and by providing some other 
tools — such as network access 
controls — you could control and 
protect your network and [still] 
allow people to bring in their 
own devices." 

While some companies wor- 
ry that IT departments will end 
up supporting multiple em- 
ployee devices if those devices 
are allowed to become part of 
the workflow, Swartz says that 
Sybase avoids that problem. 
"That's part of the agreement," 
he says. "If you want to use 
your own machine, then you 
take full responsibility for its 
support, including repair." 

Staying secure. Worries about 
security and legalities are well- 
founded, says Swartz. In order 
to avoid those problems, Sybase 




has gone the route of "sandboxing" access to the 
corporate network. Employee access is through a 
virtual Desktop that does not allow them to down- 
load company assets to their local devices. The 
only thing on the employee's device is remote ac- 
cess VPN software that lets the employee interact 
with information on the network, but which does 
not allow storage of those files: "We don't let data 
leak to any device," says Swartz. 

The sandbox approach means that the employ- 
ee never has company data on his or her system, 
and is thus never responsible for the security or 
ownership of that data. This approach provides an 
attractive flexibility to both the company and the 
employees. "We think we're seeing more of our col- 
leagues in other companies doing the same sorts of 
things and recognizing the benefits of allowing the 
employees to bring in devices they really like. And 
for those people who use a company-provided de- 
vice, if a company-owned, consumer-grade laptop 
or a thin client device breaks, the time to get people 
back up and running is very, very short." 

Not everyone is confident that "sandboxing" 
will completely protect company assets. Some 
worry, for example, about keystroke loggers 
such as those installed by the Zeus botnet. "If 
you look at that sort of malware, you will see a 
level of sophistication that can 
bypass that kind of control," 
says O'Gorman. "If the thin 
client-style employee system is 
not subject to the same level of 
control as corporate systems, it 
remains the weak link in terms 
of malware that can lead to cre- 
dential theft." 



. 



Smartphones are becoming truly 
smart, often wielding the same 
computational power as a typical 
notebook computer of a few years 
ago. When these devices enter into 
a company's workflow, serious 
questions arise about support, 
security, and asset ownership. 



Think It Through 

In the end, of course, compa- 
ny officers will have to make the 
decision to allow (or disallow) 
the use of personal notebooks 
and phones as part of the typical 
workflow. It's a trend that's on 
the rise, but one that requires a 
thoroughly thought-out policy 
that takes into account the po- 
tential support, legal, and secu- 
rity implications. A 



NOTEBOOK DATA DISASTERS 
Thinking of having your employ- 
ees use their own notebooks at 
work? Be sure you've addressed 
security issues so that you can 
avoid incidents such as these: 

• March 3, 201 0: A notebook 
belonging to a contracted 
employee of a dental benefits 
management company was 
stolen from a vehicle; the 
computer contained 76,000 
records, including client names 
and social security numbers. 

• May 28, 2010: A notebook 
containing 61,000 unencrypted 
patient records was stolen from 
the vehicle of an employee of a 
Cincinnati hospital. 

• July 25, 2010: Some 1,200 
patient records were com- 
promised when a notebook 
was stolen from a hospital 
employee's home. 

• June 10, 2010: An Indianapolis 
tax consultant lost a notebook 
during an airport layover; 
almost 33,000 client records 
were lost, including social se- 
curity numbers and other data. 

Compare those incidents to 
this one: This past fall, a Sybase 
employee left his mobile phone 
on top of his car and drove off. 
The device, on which he regularly 
conducted company business, was 
lost for good. Sybase itself was not 
at all inconvenienced: The employ- 
ee lost — and had to replace — a 
personal device, but because of 
the "sandboxing" of employee- 
owned devices, there was never 
any company data at risk. 

Your company may not regularly 
deal with personally identifying 
data, but you can be sure that 
confidential material of one kind 
or another would be at risk if 
employees used their own note- 
books at the office without first 
implementing security measures. 
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Do Netbooks 

Work For Business? 




The Answer May Surprise You 

onnor 

etbooks were origi- 
nally conceived as 
inexpensive mo- 
bile computing platforms, a 
continuation of the "thin client" 
into the mobile workspace. With the 
drop in component prices and with 
storage costs being so low, netbooks now 
compete directly with larger notebooks as 
well as smaller tablets and smartphones. But 
there's still a place for netbooks among mobile 
pros who want a small form factor with a stan- 
dard keyboard and touchpad input. 
Separating business-class 
netbooks 



The Dell Latitude 21 10 
($429; www.dell.com) 
is available with three 
hard drive options: up to 
250GB (7,200rpm), up to 
160GB(5,400rpm),orup 
to 64GB SSD (solid-state 
drive). The SSD option is 
one way to differentiate 
business netbooks from 
consumer netbooks. 



from their consumer- 
grade counterparts really comes down 
to fit and finish, construction details, technology, 
and the OS that's installed or available. 

Construction 

Netbooks used on a daily basis by mobile profes- 
sionals will take a lot of abuse, from being tossed 
into taxis, to clumsily flipped open and inspected at 
airport security checkpoints. Ideally, a business-class 
netbook will be made primarily from milled alu- 
minum, magnesium, or other lightweight but very 
sturdy material. Ordinary plastic frames or shells are 
sure signs that longevity wasn't a design priority. 

The hinge system and the lid housing the dis- 
play should be extremely sturdy because this is 
where the majority of wear and tear is going to 
occur. Likewise, check that battery compartments 
and other access points are well constructed. 

Keyboard 

Netbook keyboards are typically small, cramped 
affairs that sacrifice size and special keys to help re- 




duce the overall size of the netbook. Many models 
use non-standard keyboard layouts, which means 
you may have to relearn some key locations. 

But that's not always the case. Some netbooks 
have full-size keyboards, or as close to full size as 
possible. Well-made keyboards, which have a good 
tactile feel, with adequate key travel, are a good 
sign of a manufacturer's attention to detail, and can 
stand up to more abuse than usual. 

Display 

This is a place where models targeted at con- 
sumers cut costs, with lower-resolution displays or 
slower response times. Ten-inch and larger displays 
usually have resolutions up to 1,366 x 768; most con- 
sumer-grade netbooks have a 1,024 x 600 resolution. 
Higher resolution is important, especially if you're 
going to be delivering presentations. At 1,366 x 768, 
you should be able to drive an HD projector at 720p. 

Web-based business applications are the other 
reason a higher-resolution display is important. In 
many cases, these applications are written for de- 
vices that have at least a 1,024 x 768 display. If you 
run them on a small, lower-resolution display, you 
can end up with dialog boxes or pop-up windows 
that are unusable, because the control buttons (OK, 
Cancel) could display off the screen. 

Processor 

The processors used in netbooks are designed 
primarily for low power consumption, not blaz- 
ingly fast performance. For business use, no net- 
book has the performance required for content 
creation, such as creating videos or designing pre- 
sentations from scratch. But they can work for last- 
minute edits, and most Web and email needs. 

One place where many netbooks suffer is mul- 
titasking. Limited memory and less-than-ideal 
processor performance render most netbooks awk- 
wardly slow when using multiple applications 
simultaneously, especially if the applications are re- 
source hogs. This is especially true of netbooks that 
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use earlier 

generations 

of processors. 

Processor technol-ogy 

does change rapidly; don't 

be swayed by lower-cost models 

that use last year's processors. 

Memory 

Most netbooks come with 1GB of memory. That 
may be enough memory to run the OS and basic 
applications such as a word processor, email client, 
and browser, but if you're going to use your net- 
book for running more robust applications or mul- 
titasking with more than three or four windows 
open at a time, you'll need more RAM. Nearly all 
netbooks let you increase memory to 2GB; some 
can support 3GB or 4GB. 

While you can usually upgrade the RAM yourself, 
it's important to note that most netbooks have a socket 
for a single memory module, which means you must 
remove any existing memory before installing a larger 
memory module. It may be less expensive in the long 
run to configure the netbook with more memory when 
you purchase it, rather than upgrade it later. 

Graphics 

Once again, you won't have much choice. 
Netbooks tend to use the Intel Atom family of pro- 
cessors, which have an embedded Intel graphics 
chip that is no match for heavy-duty graphics needs. 
Netbooks that use AMD processors and graphics 
components tend to have better graphics perfor- 
mance, but they also tend to have lower battery life. 

Connectivity 

Netbooks typically include built-in Wi-Fi; it's 
usually 802.11b/g, but some newer models offer 
802.1 In. This is usually the bare minimum wireless 
feature in lower-priced netbooks. As you move 
up in price, Bluetooth appears as a built-in (rather 
than added-cost) option. If you need to connect to 
a wireless WAN or cellular data network, 3G or 4G 
modems are options on some netbooks. Many eel- 
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hilar carriers offer netbooks preconfigured for use 
with their wireless networks. 

Batteries 

One distinguishing factor in netbooks is battery 
life, which is a big factor for mobile use. One way 
that netbook manufacturers keep prices down on 
their consumer products is by offering netbooks 
with fewer battery cells. For example, a netbook 
that has three battery cells may be sold at a con- 
sumer retail store, while a "different" model that 
has six battery cells is sold through different chan- 
nels to business users. They're likely to be the same 
netbook, with just a different number of battery 
cells installed. Netbook manufacturers may also 
use high-density batteries, which offer longer bat- 
tery life, in models targeted at business users. 

Storage 

Netbooks designed for consumers tend to use 
standard mobile hard drives, either the same 2.5- 
inch drives often found in notebooks or smaller 
1.8-inch drives. These types of drives are actually 
fine for business use, but one option that is targeted 
directly at business users is the SSD (solid-state 
drive). SSDs offer longer battery life, access data 
more quickly, and are a great deal more rugged 
than spinning hard drives. The tradeoffs are higher 
cost and smaller storage size. Many SSD options 
peak at 64GB in netbooks, which is less than half 
the capacity of the typical hard drive. And for that 
diminished storage space, you'll pay a premium. 

Operating System 

This is one of the easiest ways to distinguish be- 
tween consumer and business netbooks. Odds are 
the consumer model you might be eyeing is run- 
ning Windows 7 Starter. Business- 
oriented netbooks usually have 
Windows 7 Home as the base OS 
option, with the ability to choose 
other OSes (usually a Linux 
variant or even Windows XP Pro). 
WinXP is sometimes available as 
a downgrade option, although 
Microsoft has prohibited manu- 
facturers from preloading it on 
netbooks. The ability to 
choose the OS at the 
time of sale 
is one of 
the ben- 
efits of 
netbooks tar- 
geted at business users. 
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How Secure 
Are Mobile Apps? 

Scary Things Come In Small Packages 



by Tom Nelson and Mary O'Connor 




The Android Market showcases its free apps, which 
have the greatest potential to contain malware threats 
although most are safe. 
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The Apple App Store kicked off the idea of a vetted 
store, where all apps are tested before being made 
available to the public. 



That smartphone you carry around every day 
has a dirty little secret. It has been acquir- 
ing reams of personal information about 
you, and it's just waiting to divulge it to someone, 
somewhere, somehow. Does that sound scary 
enough? It gets worse. Your role in that scenario is 
a simple matter of using various apps while plac- 
ing orders online, accessing bank and credit card 
info, and performing other routine tasks we all do, 
all the time. A poorly written app may, with no 
malicious intent, store information locally on your 
smartphone, making it a treasure 
trove of personal data to anyone 
who gains access to your phone. 

The Threats 

And that's just the benign 
apps, the ones that simply don't 
follow some basic precautions 
(such as not storing data locally) 
or failing to use a high level of 
encryption to protect data that 
must be stored locally. Some 
apps have security flaws that al- 
low others to use them to gain 
access to your data. Finally there 
are apps that are conceived as 
malware from the get-go. 

Malware. You might think 
you can avoid the whole issue 
by sticking with well-known 
app stores, but apps available 
from platform- or carrier-spe- 
cific app stores aren't immune 
from malware. Even iPhones 
aren't exempt from risk. Apple 
recently removed a simple ap- 
plication that turned the LED 
camera flash on, so it could be 
used as a flashlight. The app 
developer hid a 3G modem ap- 
plication within the app that 
allowed individuals to use the 
iPhone as a tethered modem for 




BlackBerry App World is another app store that provides 
one-stop shopping. 

another device. Strictly speaking, this wasn't mal- 
ware, since the only thing the app did wrong was 
violate Apple's terms of service. But it illustrates 
that even stores that strictly monitor apps can miss 
potential malware. 

Security flaws. These come in all shapes and 
types, but in all cases, it's a mistake or oversight by 
the developer of an application, or the OS it runs 
on, that puts you at risk. Last summer, Citigroup 
had to notify its customers that a mobile banking 
app it developed for the iPhone was inadvertently 
storing user data in hidden files, which meant it 
was possible for someone who had access to your 
phone to gain access to your banking credentials. 

Other types of security flaws include apps that 
can be used to gain access to data or take over 
your smartphone. For example, some smartphone 
Web browsers can be used to download and in- 
stall malware. Some smartphones have shipped 
pre-inf ected with malware that not only affects the 
smartphone but also any PCs it may connect to. 

Spyware. Not all smartphone threats are hid- 
den deep within an application; some are divulged 
right up front, in the terms of service you agree to. 
The bit about spyware might be in small print, in 
a long, scrolling contract you'll never read, but it's 
there, somewhere. In some cases, you agree to al- 
low your smartphone to divulge your location, 
contact information, and information about apps 
you use, and even monitor texting. 
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App Stores 

Where you get an app is as important as the app 
itself. App stores are all the rage, because they're 
convenient, but they don't all provide some type 
of checking on the apps they list. 

Apple pioneered the idea of a vetted app store, 
where all apps are tested before they're made 
available to the public. Apple also requires all iOS 
apps to be digitally signed, ensuring that an app 
can be traced back to the developer. 

Android allows unsigned apps, but has addi- 
tional security to protect against rogue apps. An 
Android app can access any service on a phone, 
but it must first ask your permission. Don't say 
yes to every request from an Android app; make 
sure it makes sense for the app to have that infor- 
mation. Does an app that manages your desktop 
background need to have access to your location 
information? Probably not, which may be a sign 
that the app is up to no good. 

Securing Your Smartphone 

Company-provided smartphones generally 
have a layer of control managed by the company's 
IT department that only allows specific applica- 
tions to be installed. But even with a smartphone 
whose security is preconfigured, business users 
should follow the same best practices that con- 
sumers must follow to keep from being targets of 
mobile malware or identity theft: 



BlackBerrys are the only 
smartphones that can 
use hardware- based 
encryption to store all 
data; even then, a 
specialist with sufficient 
time and reason could 
access your data. 




Lookout provides free 

mobile security apps 

for most of the popular 

smartphone platforms. 




• Know where your smartphone is at all 
times. A misplaced or stolen smartphone 
remains the leading threat to the security of 
your information. 

• Understand how your smartphone OS han- 
dles app security. 

• Don't store personal information on your 
smartphone, especially if the data isn't stored 
in an encrypted format. 

• Enable password protection, to ensure that 
only you can turn on your smartphone. 

• If your smartphone supports automatic data 
wipe after X number of unsuccessful password 
attempts, turn that feature on. Even if you have 
remote wipe capabilities, the automatic data 
wipe ensures that if your phone is out of reach 
of a cellular signal, it will still be wiped clean. 

• Know how to use your smartphone's remote 
wipe function, and don't hesitate to use it. 

• Be careful when browsing and downloading 
apps (especially free ones). 

• If you use a BlackBerry, enable content pro- 
tection to encrypt email data as well as other 
stored content. Don't forget your SD/media 
cards; they can be encrypted as well. 

• Disable Bluetooth or Wi-Fi when you're not 
using it. Both can be used as an entry point. 
Disabling Wi-Fi will also prevent you from ac- 
cidentally connecting to unsecured networks. 

Mobile Antivirus Apps 

Your smartphone may be the target of fewer 
threats than your desktop or laptop computer, but 
the potential is ever-expanding. The mobile mar- 
ket appears to be slirinking to fewer major OSes; 
this concentration of devices increases the likeli- 
hood of malware. 

Consider a mobile antivirus app if you tend to 
be a risky user. If you love to download apps just 
to try them out, routinely use your smartphone for 
banking or other financial activity, or store lots of 
personal data on your smartphone, then you're a 
risky user. You're also a risky user if you tend to 
turn security features off because they "get in the 
way" of using your smartphone. 

Proceed With Caution 

While the current threat of mobile malware 
remains low, the risk continues to expand as 
the number of mobile users grows. Malware 
creators are coming to the conclusion that mo- 
bile devices are replacing desktop and laptop 
computers as the repositories of major chunks 
of personal data, which means it's more impor- 
tant than ever to be vigilant. ▲ 




(£jl Security overview 

Mobile Security: ON 
Updated: 50/11/2008 




F-Secure's MobileSecurity is 
a subscription-based service 
designed for business users. 
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For Your Smartphone 



The Latest Software & Updates 



by Nathan Lake 
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Box.net For Android 
gives you access to files 
and folders remotely 
stored on Box.net to 
your Android phone. 



You probably rely on your smartphone for 
many things, but with new software and 
updates, you can improve both efficiency 
and functionality of your mobile phone. Here, 
we'll detail the most popular newly released soft- 
ware and key updates to help you maximize your 
smartphone's ability to help you on the road. 

New For Android 

Box.net is a Web site that's designed to make 
it easy for you to organize and share files online. 
Box.net For Android (free; www.box.net) lets you 
share and access mutual business information and 
files from your Android-based mobile phone. Box 
has added search functionality, so you can quickly 
find your files. Full text search capabilities are avail- 
able for companies on the Business plan ($15 per 
user per month). You can also upload any photos, 
documents, or other media from your mobile phone. 
Note that you must be running Android 2.0 or above 
to run Box For Android. 

Looking for an app that can block calls and 
text messages? PrivacyStar's Orion ($2.99 per 
month; privacystar.com) can block individual 
numbers, an entire area code, or all private 
or unknown numbers. The flexibility of the 
call blocking is great for busy executives who 
don't want to deal with people who bypass 
their communication gateways, such as a sec- 
retary or PR handler. Orion also displays the 
name of the calling party to help you take ap- 
propriate action, such as adding the caller's 
information to the Contacts list or Privacy list. 
You can set a Do Not Disturb mode where all 
calls are forwarded to a voicemail with a cus- 
tom text message reply. 

Google released its Android Google Read- 
er (free; www.google.com) to provide you a way to 
read your RSS feed subscriptions, highlight articles 
that you'd like to read later, and share articles with 
others via Bluetooth, email, Facebook, or Twitter. 
For easy navigation, you'll use the phone's vol- 
ume keys to move between articles. If you're look- 
ing for an RSS feed, you can also subscribe to and 
search for RSS feeds from your phone. The Android 



Google Reader works on phones running Android 
1.6 or above. 

AirSync ($4.99; www.doubletwist.com) from 
doubleTwist is an application that syncs up with 
your iTunes playlists, videos, and photos on 
your home PC over Wi-Fi. Thus, you have the 
freedom to enjoy iTunes content on your phone 
when you are within Wi-Fi range of your com- 
puter. It's a handy app for those with large music 
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With AirSync, you can sync iTunes content stored on your PC 
to your Android phone. 



or video collections who want to have access to 
all their favorites without needing to store any of 
it on their phone. AirSync also supports media 
streaming with Windows and Mac computers. 

Do you send a lot of text messages while you're 
at work? Or do you have clients who communicate 
via text message and want to make sure you see the 
message when you're at your desk? SMS2PC ($3.95; 
www.scottastraughan.com) from Scott Straughan is 
an app that routes all your text messages to your PC; 
that way you can compose, read, and reply to mes- 
sages from your computer — no need to pick up or 
look at your Android phone. Text messages appear 
in an instant-message-like window. The app con- 
nects to your Android phone through Wi-Fi. 

New For BlackBerry 

Users of BES (BlackBerry Enterprise Server) 
will be happy to know that RIM announced Ser- 
vice Pack 3 for BES 5.0 (price varies by compa- 
ny plan; www.blackberry.com). New features in 
BES SP3 give administrators the ability to make 
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Where's My Phone Pro can help you locate your missing BlackBerry. 

smartphone updates optional for users and in- 
cludes additional support for IM servers (Micro- 
soft's Office Communication Server 2008 R2 and 
Lync Server 2010). The update allows employees 
to roll back optional software updates and support 
for Microsoft Office 2010 file attachments. 

If you regularly have trouble finding your phone, 
Where's My Phone Pro ($3.99; www 
.essare.net) from Essare is for you. 
The app can use your BlackBerry's 
GPS to provide the phone's loca- 
tion to another phone, and it can 
also override your phone's volume 
settings to produce a loud alarm 
that will help you find the phone 
if it's within earshot. Just send 
your BlackBerry an email with the 
code word you set up, a space, and 
START in the subject line. If you 
need to use another phone, you can 
send the code word and command 
via text message to your phone. The 
Pro edition also lets you download 
your contacts and remotely disable 
or erase the data on your phone in 
case it has been stolen. 

UberTwitter ($4.99; www.uber 
twitter.com) is a new Twitter app 
that gives users the ability to optionally post their 
tweets directly to their Facebook accounts with pic- 
tures and /or locations. UberTwitter also features quality for best results. 




Air Video converts videos, no matter 
the format, to a standard that will 
play on your iPhone. 



integration with Bit.ly Pro, which is a service that al- 
lows you to use a custom short domain name when 
sharing content. You can embed videos and photos 
in your tweets, view conversation threads, and edit 
your Twitter lists. A free, ad-supported version is 
also available. 

Although Web searches can come close to list- 
ing all your local options, there are some things 
you'll only find in the phone book. But with Dex 
Mobile (free; www.dexknows.com), you can find 
local business and community listings. You can 
search for people and phone numbers, as well as 
access driving directions and maps to get you to 
your destination. Dex Mobile also features quick 
search categories for Showtimes, Local, Gas Prices, 
Events, and Taxis. 

New For iOS 

Apple released iOS 4.2 for the iPhone, iPod touch, 
and iPad. Although many of the updates were fo- 
cused on improving the iPad, one that's helpful for 
all is AirPlay Now, you can use AirPlay to wirelessly 
stream music and videos from your iPhone to any 
AirPlay-enabled device, such as a speaker or stereo 
device. iPhone 4 users will also appreciate the Find 
My iPhone feature (not available on 3G or 3GS mod- 
els) that lets you use your phone's GPS receiver to 
pinpoint your location on a map on a Web browser, 
lock your phone, play a sound, display a message, or 
remotely wipe the iPhone. 

eBay updated its eBay iPhone app (free; www 
.ebay.com) with new features for 
buyers and sellers. Buyers can now 
get instant alerts if they've been out- 
bid or when an auction is ending, 
and you can securely pay for items 
from your phone. Another handy 
feature is the ability to compare eBay 
prices against store prices using the 
app's barcode scanner. When listing 
an item, you can now upload photos 
from your iPhone's camera or photo 
library, and you'll have the capability 
of scanning an item's barcode to au- 
tomatically add product details. You 
also can leave feedback, mark items 
as shipped, or re-list items. 

With Air Video ($2.99; wwwin 
method.com) from InMethod, you 
no longer need to bother converting 
video to a format supported by your 
iPhone. Air Video converts video on 
the fly to a format that will play on your iPhone. You 
can configure the video's resolution and adjust the 
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IPHONE APPS 




BAO 

Demographic Research At Your Fingertips 



Finding new markets while researching 
and comparing key demographics is the 
first and most important step in the busi- 
ness planning process. It can be difficult 
and expensive to get even a simple con- 
sensus of the type of people that live in 
any given location. BAO (Business Analyst 
Online) from Esri is a free iPhone app that 
gives you a wealth of information about 
almost any neighborhood and the 
potential customers that reside there. 

When you first launch BAO, it 
automatically pinpoints your cur- 
rent location and provides a list of 
facts and demographics for a one 
mile radius. The neighborhood is 
given a name that pertains to the ma- 
jority demographic in that location. 
Average ages, household incomes, 
and spending habits are displayed, 
as well, along with information about 
lifestyles, rates of employment, and 
levels of education. You can also 
compare your current neighbor- 
hood's information to that of the 
entire U.S., the state, the county, or 
another neighborhood. And you can share 
this information with others via email. 

The Smart Map tool lets you decide if 
a particular location will appeal to your 
needs based on specific criteria such as 
total population, median income, and 
median age. You may find this informa- 
tion helpful if you are looking to start or 
expand a business or if you are a real es- 
tate agent looking to fulfill the needs of 
a client. 

If you want more in-depth information, 
you can purchase a subscription to the 
full online version of BAO on Esri's Web 
site (www.esri.com; $149 for a Day Pass, 
$995 for the Basic subscription, or $2,500 
for the Premium subscription), which un- 
locks more reports and data within the 
app while also allowing you to change the 
radius of the area you are analyzing. 
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IPHONE APPS 




Box.net 

Free • 4.1MB 
Box.net (Rel. Nov. 23, 2010) lets you view docu- 
ments and share files with co-workers or busi- 
ness associates. You get 5GB of storage with the 
free version; paid premium plans are available 
for additional storage capacities. 



RSA SecurlD 
Software Token 

Free -1.1 MB 
RSA SecurlD (Rel. Aug. 24, 2009), from RSA Se- 
curity, uses authentication to protect data. You need 
to purchase the RSA Authentication Manager and 
SecurlD Software Token Seeds to use this app. 



Hian Zin Jong's Downloads (Rel. Dec. 1, 2010) 
app is a download manager that features a Web 
browser for downloading multiple file types. You 
can access the downloaded files on your phone or 
transfer them to a computer. 




Airport Remote Monitor 

$3.99 • 0.9MB 
The Airport Remote Monitor (Rel. June 24, 2010) 
from Sojern provides flight status, gate change, 
baggage claim, and other information for more 
than 125 airports. 



GoodReader 

$2.99 • 29.8MB 
If you want to read, annotate, and highlight PDFs, 
GoodReader (Rel. Oct. 8, 2010) from Good.iWare is 
a good app. It supports TXT files and has a built-in 
viewer for Microsoft Office documents. 



^J Instapaper 

$4.99 • 5MB 

You can download Web pages to read offline using 
Marco Arment's Instapaper (Rel. Nov. 24, 2010). The 
app saves the pages as text-only files and features 
adjustable text sizes, a built-in dictionary, and more. 
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BLACKBERRY APPS 




PrivacyStar 2.0 

Block Calls & More 



Telemarketing on smartphones is more 
popular than ever. Regardless of how 
many times you ignore them or how 
many lists you put your number on, it 
can be difficult to block unwanted calls. 
First Orion's PrivacyStar not only lets you 
block numbers on an individual basis, but 
also report numbers that are in violation 
of the National Do Not Call Registry. 

With the PrivacyStar app, you can se- 
lect any phone number from your 
call activity list and place it in the 
app's Privacy List. PrivacyStar will 
then block all incoming calls from 
that number. The app's Caller Lookup 
tool can identify who a call is coming 
from and helps you determine what 
action to take next, such as whether to 
send the information to a Privacy List. 

In addition to these manual fea- 
tures, PrivacyStar provides a few 
automated options. The SmartBlock 
feature automatically blocks the 
most common phone numbers that users 
add to their Privacy Lists. The Do Not 
Disturb setting instantly transfers all calls 
(whether they are unblocked numbers 
or voicemails) and responds to the caller 
with a custom text message. This feature 
is ideal for when you are in a meeting 
or at times when receiving calls is incon- 
venient. PrivacyStar's Web Portal fea- 
ture helps you learn more about potential 
violations while managing your account. 
You can block and unblock callers or 
look up numbers. 

PrivacyStar is a must-download app 
if you want to block unwanted calls from 
a variety of sources. It can also help you 
save time and money if you have a lim- 
ited calling plan. First Orion is currently 
offering a free seven-day trial of Privacy- 
Star, after which the app is available for 
$2.99 per month with annual and semi- 
annual discounts available. 
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BLACKBERRY APPS 
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HP ePrint 

Free • 415KB 
HP ePrint (Rel. Sept. 27, 2010), from HP, adds 
a new menu option to certain BlackBerry apps, 
such as email or Documents To Go. For a fee, you 
can print to a personal wireless printer or an HP 
ePrint mobile print location. 



Superpages Mobile 

Free • 2,403KB 
Superpages Mobile (Rel. April 10, 2009) from 
SuperMedia gives you access to complete, 
searchable yellow and white pages listings. The 
app features user reviews, maps and directions, 
and more. 



PaderSyncSSH 

$29.99 • 1,087KB 
If you need remote access to home or work SSH 
servers, then the PaderSyncSSH app (Rel. Dec. 6, 
2010) from Pader-Sync is worth a look. The app 
features an integrated VT100 terminal emulator and 
access to SFTP files. A 30-day free trial is available. 




Dictionary And 
Thesaurus 

Free • 398KB 
Dictionary And Thesaurus (Rel. Oct. 25, 2010) 
from Dictionary.com includes more than 325,000 
definitions, a search feature, and more. 



. 107KB 

Ajani InfoTech Private Limited's AddTo app (Rel. 
March 16, 2009) lets you turn your emails and texts 
into appointments, memos, or tasks that you can 
save and use in multiple PPM apps. 



EzBillMaker with Credit 
Card Processing 

$19.99 • 321KB 
EzBillMaker with Credit Card Processing (Rel. 
Oct. 26, 2009) from Visible Asset, lets you create doc- 
uments that you can fax or email to your customers. 
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Adding a soft pause to your contact 
phone numbers lets you autodial 
phone numbers with extensions. 




56 January 2011 / www.pctoday.com 



_ 



r 



Do More With 
^Your Mobile Phone 

by Andrew Leibman 

Android 

ADD EXTENSIONS TO CONTACTS 

Your Android-based smartphone lets you place calls directly to the extensions 
of business colleagues, family, or friends by adding soft pauses to a contact's 
phone number. To set up this feature, tap the phone icon on the Home screen, 
select a contact with a phone extension from the Contacts tab, press the Menu but- 
ton, and tap the green plus sign to add a new number. Input the number as you 
would normally, with the area code first, and then insert a comma or the letter p 
at the end of the seven-digit phone number, just before the extension. For instance, 
402-555-1234,4321 or 402-555-1234p4321, where 4321 is the extension. Now, when 
you dial this number, the extension will be dialed automatically after a two or 
three second pause. 
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IMPORT OUTLOOK CONTACTS 

Adding your Microsoft Outlook contacts to your 
Android phone is easy To do this, launch the appli- 
cation on your PC, click File, and click Import & Ex- 
port. In the Import & Export Wizard, select Export 
To File, click Next, select Comma Separated Values 
(Windows), click Next, select your Contacts folder, 
click Next, choose a location for the exported docu- 
ment, click OK, click Next, and then click Finish. Now, 
launch a Web browser and navigate to your Gmail ac- 
count. Click Contacts (on the left side of your Gmail 
page), click Import (on the top-right corner of your 
Contacts page), and click Choose File. Navigate to 
the CSV file you just exported from Outlook and click 
Open. Choose whether or not to add the new contacts 
to a specific group using the checkbox, and then click 
Import. If you chose to add your new contacts to a new 
group, you'll be prompted to name that group. Gmail 
will provide you with a report of how many contacts 
were added and how many of the new contacts were 
merged with existing contacts. Click OK to dismiss 
the report, click the Find Duplicates 
button, and then click OK to merge as 
many repeated contacts as possible. 
Now, syncing your Android-based 
phone with Gmail will bring your new 
contacts over. 



■ iPhone 

ADD PDFS TO IBOOKS 

You probably already know 
you can turn your iPhone into 
an ereader using the iBooks ap- 
plication. But you can also add 
PDFs to iBooks by pressing and 
holding your finger on the Web 
link for a PDF or PDF message 
attachment, and then selecting the Open In 
iBooks option. Now, you can view the PDF 
again at any time by launching iBooks. 




Opening PDFs in iBooks lets you 
refer to them at any time. 



CREATE AN IPOD PLAYLIST 

If you're ever away from your PC and none of the 
playlists currently synced to your iPhone suit your 
fancy, then create a new one directly on the device. 
To create a playlist, launch the iPod app, tap Play- 
lists, tap Add Playlist, name the playlist, tap Save, 
and then tap the songs or videos you want to add to 
the playlist. You can add songs one at a time, whole 



■ BlackBerry 

GOOGLE MOBILE APP 

To Install the Google Mobile App, 
navigate to rn.google.com, select the 
Download Google Mobile App link, tap Download, 
tap Yes to grant the Google Mobile App's autostart 
process Trusted application status, and then select 
Run to launch the utility. You may see a message 
indicating that the current permissions will prevent 
Google Mobile App from working properly. To al- 
low a settings change, select Change Permissions, 
Continue, and View; press the Escape key and select 
Save to enable the new settings. On the Terms Of 
Service screen, select Allow. Choose Yes to enable 
location awareness, and then select the Sign In link 
to start using Google services on your BlackBerry. 



EXPLORE YOUR BROWSER HISTORY 

We love the mobile Web. But if you've ever hastily closed a mobile browser and forgot- 
ten to bookmark that cool new site you just discovered, the History function makes it easy 
to find again. To access your History, simply launch the Browser, press the Menu key, and 
select History. Here you'll find the sites you've browsed categorized by date and grouped 
by the parent URL. Select the one you want to revisit and it will load. If you like, you can 
bookmark it by pressing the Menu key and selecting Add Bookmark. 



Google 
Google sign in 

Log -in to search all your Google information stored 
in Gmail, Docs and more right herefrom Google 
Mobile App. 

Email address: 

I 

Password: 



I 



J 



Installing 
Google's 
Mobile App 
for BlackBerry 
is simple, but 
it'll need full 
permissions 
to work as 
expected. 



albums, or all songs by a particular artist. Tap Done 
at the top of the screen when you're finished. 

ORIENT MAPS USING THE COMPASS 

The iPhone 3GS and later models that support 
the digital compass let you orient the Maps applica- 
tion based on the direction you're currently facing. 
To orient maps based on your compass position, 
start by launching the Maps app by tapping the as- 
sociated icon from the Home screen, then tap the Lo- 
cation icon from the lower-right corner of the screen 
twice. When the map rotates into position, you'll 
know that it's working. Tap the icon again to ori- 
ent the map in the traditional north-is-up position. 
If you're getting interference, you may get a notifica- 
tion asking you to recalibrate the digital compass by 
waving the iPhone in a figure eight. 

LOCK THE SCREEN ORIENTATION 

To prevent the iPhone from automatically orient- 
ing the screen based on whether you're holding the 
device in portrait or landscape mode, simply dou- 
ble-tap the Home button, swipe from left to right on 
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It's easy to lock your iPhone's screen orientation, 



Home screen 



IVeb 



icreenSnap 



1 ® jvUffe a 

I No calendar entries today 
WLAN scanning off 
Search: Internet and My 
content 



the application row (which now displays the multi- 
tasking interface) at the bottom of the screen, tap the 
circular arrow icon in the bottom-left corner of the 
screen, and then tap the Home 
button again to close the multi- 
tasking interface. Now, rotating 
the iPhone won't disturb the 
portrait-oriented content you're 
viewing. To disable this feature, 
just double-tap the Home but- 
ton, swipe to the right, and tap 
the screen orientation icon again 
(the lock symbol should disap- 
pear), and then tap the Home 
button to close the multitasking 
interface again. 

■ Symbian 

APPLICATION KILL SWITCH 

To kill an application from the Home screen, 
press and hold the Home key (or the Menu key on 
devices without a dedicated Home key) to display 
the task list. This will display icons for every ap- 
plication currently running. Use 
the scroll key to highlight the 
application process you want 
to kill, and then press the Back- 
space key. When prompted to 
confirm the operation, select Yes 
by pressing the corresponding 
soft key. 



Well/24/2010 









Select 

Press and Hold the Home key on your 
Nokia to bring up the app list. 



Cancel 



CALL KEY SHORTCUTS 

To quickly view your call 

log, sorted by most recent calls, 

press the Call key. The Call key 

can also be used to send messages from 

within the Messaging application. When 

you're finished composing a message and you've 

selected a recipient, just press the Call key to send 

the message. 

■ webOS 

RENAME YOUR EMAIL ACCOUNTS 

Palm Synergy lets you sync multiple email ad- 
dresses to a unified inbox on your webOS-based 
device. You can configure each email service to 
perform differently by changing the settings with- 
in each account. To get started, launch the Email 
app by tapping the envelope icon on the Home 
screen. Next, open the Email menu by tapping the 
top-left corner of the screen, tap Preferences & Ac- 
counts, select the account you want to modify from 
the Accounts submenu, and scroll down to view all 
the options you can change. By default, the account 



is named for the service associated with it, such as 
Gmail or Microsoft Exchange, but you can change 
the name of the account by tapping the topmost 
menu item and typing a new name. Tapping the 
Full Name option below lets you change the name 
on the account. 

CHANGE YOUR EMAIL SIGNATURE 

You can change the signature on your webOS- 
based device, which is a short text message that au- 
tomatically appears at the end of any email message 
you send. To do this, tap the envelope icon on the 
Home screen, the Email menu icon at the top-left 
corner of the screen, and Preferences & Accounts. 
Select the account you want to modify from the Ac- 
counts submenu, and then tap the text box below 
Signature. Type your new message, and then just 
navigate away from the text box to finish. 



OTHER SYMBIAN SHORTCUTS 

Check your voice messages quickly by press- 
ing and holding the 1 key. The phone will au- 
tomatically launch the dialer and let you check 
your voicemail messages. You can quickly begin 
browsing the Web by pressing and holding the 
(zero) key. Performing this shortcut launches 
the default Web browser. To schedule a meeting 
quickly, pressing and holding the Calendar key 
will launch the Calendar application and open 
a new Meeting form. Nokia S60-based phones 
equipped with a Media key will launch the Mu- 
sic player application when you press and hold 
this key. And finally, to hear your incoming text 
messages read aloud, just press and hold the 
left selection key (also known as the Menu soft 
key). This launches the text-to-speech Message 
Reader application, which proceeds to read 
vour messages aloud. 
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CHANGE THE REPLY-TO ADDRESS 

To change the Reply-To address when respond- 
ing to an email message, tap the envelope icon on the 
Home screen, the Email menu icon at the top-left cor- 
ner of the screen, and Preferences & Accounts. Select 
the account you want to modify from the Accounts 
submenu, and then tap in the appropriate text box. En- 
ter the address to which you want replies sent. 

REMOVE AN EMAIL ACCOUNT OR UPDATE 
PASSWORD 

If you have long since stopped using a Web mail 
client, it's easy to remove it from your webOS-based 
device. Tap the envelope icon on the Home screen, 
the Email menu icon at the top-left corner of the 
screen, and Preferences & Accounts. Select the ac- 
count you want to modify from 
the Accounts submenu, and then 
tap the Remove Account button. 
The Change Login Settings button 
grants you access to the password, 
username, SSL, and mail server 
settings. On a separate note, if you 
continue to use Web mail clients and 
have updated their passwords, you 
can input the new password here 
to maintain service through your 
smartphone. 

■ Windows Phone 7 

USE VOICE CONTROLS ON 
WINDOWS PHONE 7 

Voice controls are a handy way to 
make calls and access utilities without 
having to scroll through menus, which 
makes them ideal for (mostly) hands- 
free operation. To activate voice con- 
trols on your Windows Phone 7 handset, 
simply press and hold the Windows key 
at the bottom of the screen. Next, speak 
the desired command. Examples of com- 
mands include "Call/' "Find," and "Open," followed 
by the desired contact name, contact phone number, 
search term, and application name. For instance, when 
you say, "Call Mom," the phone will automatically 
dial the corresponding number. If there's no answer, 
try her cell phone by saying, "Call Mom mobile." You 
can also perform a local business search by saying 
something like, "Find local Laundromat," or launch 
the Music app by saying, "Open Music." 

RATE & REVIEW WINDOWS PHONE 7 APPS 

Windows Phone 7 is all about apps, and you can 
do your part to help foster growth in the development 
community by rating and reviewing apps you've 



ADJUST EMAIL ICON NOTIFICATIONS 

To get started, launch the Email app by tapping the envelope icon 
on the Home screen. Next, open the Email menu by tapping at the top- 
left corner of the screen, then tap Preferences & Accounts, select the 
account you want to modify from the Accounts submenu, and then set 
the Show Icon feature to On to get a visual notification whenever you 
get a new email from this account. When set to Off, no notification will 
appear. You can also change other settings from here, such as Vibrate, 
System Sound, Ringtone, or Mute for audio and tactile cues. 




used. To share your impressions on a 10-point scale 
(consisting of 10 half stars), flick left from Start to ac- 
cess your apps, press and hold your finger over the 
app you want to score, and select Rate And Review 
when the context menu appears. Tap 
the appropriate number of stars (more 
stars indicate you like the app better), 
and you can justify your score using 
the text box. When you're finished, tap 
Submit. You can also rate and review 
games in a similar fashion. 

CHANGE YOUR WINDOWS 
PHONE 7 THEME COLORS 

The theme color on your Win- 
dows Phone 7 device comes prede- 
termined depending on your cel- 
lular provider, but you can change 
it to suit your tastes. From the Start 
screen, tap the arrow button to access 
the apps, scroll to and tap Settings, 
and then tap Theme. Scroll through 
the Accent Colors and tap the one 
you prefer to set it. The Accent Col- 
or appears on the tiles on the Start 
screen, on your App icons, on Web 
links, in Messaging, and in Excel 

Mobile documents. You can also 

switch your background from black 
to white or vice versa; from the Settings menu, tap 
Theme, Backgrounds, and Dark or Light, depending 
on your preference (note that the light background 
may drain your battery more quickly). 

MENUS & MORE 

Windows Phone 7 features several menus that are 
larger than the display area. To make sure you're see- 
ing everything there is to see, make a habit of swip- 
ing the screen to the left. Occasionally, you'll see a set 
of ellipses at the bottom-right corner of the screen. 
This indicates that there are more menu options 
available, and Microsoft calls these ellipses the More 
key. Just tap to view expanded menu options. A 



Changing the accent 
colors of your Windows 
Phone 7 device is easy. 
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Web Notes 

New & Updated Sites & Services 



by Seth Colaner 



When you're away from the office, your productivity doesn't have to stop. 
The Web is exploding with mobile sites and online services, including office 
tools, news alerts, entertainment, and any number of other useful items. Just 
as quickly, it seems, others go under, are bought by larger companies, or 
simply evolve into something different. We've found some of the freshest and 
most useful sites, services, and updates for you to consider. 
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Adobe announced two 
cloud services: Adobe 
SendNow (pictured), 
which lets users send 
large files, and CreatePDF, 
which lets users create 
PDFs in the cloud. 



Adobe Pushes Toward The Cloud 

In an effort to tap into the power and cache of 
the cloud, Adobe recently announced two new 
products: Adobe SendNow and Adobe CreatePDF. 
Both services require monthly paid accounts. 

With Adobe SendNow, you can send and re- 
ceive large files via Adobe's Web site. The service fea- 
tures delivery confirmations and receipts to alert 
you when your file has been downloaded. You 
can set permissions for who can see a file, making 
privacy easier to maintain. 
For safety, when you send 
a file, you can determine 
how long the file is avail- 
able (a day, a week, or 
longer), and the SendNow 
service automatically 
scans files for viruses. 

Adobe CreatePDF lets 
you create PDFs in the 
cloud. You can upload a 
file to the Adobe site and 
convert it to a PDF. You 
can also use the service to 
combine multiple PDFs as well as print to PDF 
from virtually any desktop application. You'll 
store the files online, eliminating the need for 
local storage and management. 

Google Adds Instant Previews 
To Instant Search 

Hot on the heels of its new Instant Search fea- 
ture, which dynamically displays search results be- 
fore users click the Search button, Google released 
the Instant Previews feature. Instant Previews give 
users a thumbnail image of a given search result, 
with the pertinent search text called out to better 



enable users to see where the results are on the 
Web page. 

Users can access or hide Instant Previews by 
clicking the magnifying glass icon next to the title 
of a search result; after it's turned on, users can 
see previews of other search results just by hov- 
ering their mouse pointer over them. The feature 
is designed to give users more context for searches 
before clicking any links. 

Facebook Rolls Out Improved 
Messaging Services 

Facebook is beginning to roll out a new, sort-of, 
email service. Although it will be similar to email, 
Facebook founder Mark Zuckerberg was adamant 
that it isn't email per se, even though users that opt 
in will be given an @facebook.com email address. 

The idea is to provide a unified "inbox" for 
messages from a variety of platforms, such as text 
messages, IM conversations, and emails. One- 
to-one as well as one-to-many conversations will 
be grouped together by context. The inbox will be 
separated into a hierarchy of Messages, Others, 
and Junk, ostensibly giving users a means to pri- 
oritize messages. 

The service is gradually being released, first to 
members of the media for testing, and later to in- 
creasing numbers of Facebook users. 

AOL Revamps Its Email Service 

Although still in beta, AOL is rolling out 
a new Web-based email service called Project 
Phoenix. Built from the ground up, Project 
Phoenix is designed to provide, according to the 
press release from AOL, "an innovative and in- 
tuitive email solution that fits the way consumers 
communicate today." 
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Features include Quick 
Bar, which is designed to 
let users send IMs, text 
messages, Facebook mes- 
sages, Twitter posts, and 
emails right from the in- 
box; Smart View, which lets 
you preview attachments 
without opening a message; 
the ability to aggregate 
email from other services 
into the AOL inbox; simplified search options that 
let users search email folders and other aggre- 
gated email accounts; and free access to premium 
services such as customer support and unlimited 
email storage. 

The announcement comes shortly after a re- 
design of the company's home page, which is yet 
another step in AOL's journey to reinvent its brand 
and products. 

Mobile, Editable Google Docs 

We have been able to view Google Docs on 
our mobile devices for a while, but now Google 
is granting us the ability to create and edit Google 
Docs files on our mobile devices, as well. 

At this writing, the functionality is very basic. 
For example, Google Docs doesn't support Web 
fonts; however, you can 
edit a document, spread- 
sheet, or table and create 
a new document or a 
spreadsheet. Cut, copy, 
and paste functions are 
available, as well, de- 
pending on a given de- 
vice's capabilities. Edits 
appear in almost real 
time, enhancing col- 
laborative opportuni- 
ties for mobile workers 
accessing a document 
while they are on the 
road. And, depending 
on your device, you may 

be able to add text using 

voice recognition. 
Mobile editing is available on Android devices 
running version 2.2 (aka Froyo) or later and Apple 
devices running iOS 3.0 or later. 

SlideShare Partners With IBM, 
Launches New Service 

Online presentation and video service Slide- 
Share (www.slideshare.net) announced the 
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Google added Instant 
Previews to its Instant 
Search feature, which 
displays thumbnails of 
search results with the 
pertinent text called out 
to provide users with 
better context before 
clicking links. 
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You can now create and edit Google 
Docs (docs.google.com) on certain 
Android and iOS devices. 



addition of Company Networks, a feature that 
lets individual companies create their own 
branded page on which to aggregate and display 
content created by its employees and partners. 
Company Networks represents SlideShare's 
effort to position itself as a sharing platform 
for businesses and content and is part of the 
company's premium offerings. SlideShare 
is launching the new feature with IBM as a 
partner. IBM's Expert Net- 
work (www.slideshare 
.net/IBM) is the first ex- 
ample of a branded com- 
pany page on SlideShare. 
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Bit.ly Bundles 

URL shortening ser- 
vice Bit.ly announced its 
Bit.ly Bundles, a new fea- 
ture that lets users create 
a single shortened URL 
for multiple URLs. After 
you create your short- 
ened URLs, click the 
Bundle button to group 
them into a single link. 

You can also add a title and description to the 
link or include a rich media preview. With a 
Bit.ly Sidebar element on a Web browser, users 
can add the site they're currently viewing to 
a bundle. 

Digg's New Feature 

Popular news-sharing Web site Digg.com an- 
nounced a new feature called Breaking News 
that represents the beginning of a shift in the 
site's purpose. Whereas Digg news has been ag- 
gregated only by user trends thus far, Breaking 
News will feature news items selected by human 
editors employed by Digg. The idea is that this 
feature lets Digg showcase certain hot or inter- 
esting news stories as opposed to solely letting 
the community determine what's trending at the 
top of the news feed. A 




Online presentation service SlideShare launched a new 
Company Networks feature with IBM as a partner. 
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Video 



by Blaine Flamig 




Zaggmate's Key To Thinness 

■ At 0.4 inches deep, Zagg (www.zagg.com) claims its hinge- 
opening Zaggmate ($69.99) "is the thinnest hard cover protector 
for the front of the iPad," adding just roughly an eighth-inch to 
the iPad's thickness. Going along with the thinness trait is the 
case's aircraft-grade aluminum construction, which features a 
"bead-blasted" anodized finish mimicking the iPad's own exte- 
rior. If the aesthetic presentation doesn't win you over, perhaps 
the fact that the Zaggmate is also available with an embedded 
Bluetooth keyboard ($99.99) will. Although the keyboard ver- 
sion adds about a quarter-inch to the iPad, it provides music 
and volume control and slideshow, home, search, and other 
keys. An integrated rechargeable lithium polymer battery 
powers the keyboard, and Zagg claims it can hold a charge for 
several weeks under normal use. Both versions include mili- 
tary-grade, high-density padding inside to guard against drops 



and 10 supported angles for viewing and typing in portrait or 
landscape modes. 

ZeroChroma's Well-Positioned iPad Case 

■ When it comes to its cases, the folks at ZeroChroma (www 
.zerochroma.com) proclaim themselves "humble revolutionaries." 
We'll let you decide for yourselves whether such is true, but we're 
willing to state wholeheartedly that the company is on to some- 
thing with its Vario ($69.95) iPad and Teatro ($44.95) iPhone 4 
cases. Both cases come in multiple color combinations (black/ gray, 
white /gray, and pink) and sport antislip rubber exteriors and 
stand tips. Most notable, however, are the multiple-angle, rotating 
theater stands the cases include (the Vario provides 16 angles; 
the Teatro 14), which let you watch movies, type, read, and more 
hands-free. The Vario also provides numerous handle modes 
that make holding the iPad a slick, easel-like proposition. Further, 



Nox Audio Makes Send/End Button Really Tiny 

■ If for whatever reason you've been dying to brag to 
the boys at the water cooler that you're the proud owner 
of earbuds containing the "world's smallest, built-in 
send/end button," now is your chance. Compatible with 
the iPod, iPhone, PCs, portable gaming devices, and 
pretty much anything with a 3.5mm jack, the Nox Scout 
($79.99; www.nox-audio.com) also works with the Xbox 
360 or PlayStation 3 with the Nox Negotiator Universal 
Optical Gaming Adapter ($59.99) in tow. The send /end 
button works in conjunction with a built-in 3mm omnidi- 
rectional microphone that Nox claims is designed to 



provide hi-fidelity voice pickup. Audio comes via 6mm 
balanced armature drivers for "exemplary bass and 
a wide, clean, dynamic 
sound range." Square- 
like, flat cables, mean- 
while, aim to reduce 
cord tangle, and the 
package comes com- 
plete with carrying case 
and small, medium, and 
large ear cushions. 
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the Vario's interior is lined with rubber shock- 
absorbing material, and when you're ready to 
hit the road, you can remove the case, flip it over, 
and use it as a protective shield for the iPad's 
display. ZeroChroma has similar offerings for 
the Kindle 2, third-gen iPod touch, fifth-gen iPod 
nano, 3G/3GS iPhone, and iPhone 4. Fourth-gen 
iPod touch, Samsung Galaxy, and Kindle 3 ver- 
sions are reportedly coming. 



Sony, Google & CBS Apps 
For The Taking 

■ Those of you who satisfy your digital reading 
addiction with purchases from the Sony Reader 
Store (ebookstore.sony.com/rme) will be happy 
to know that Sony will be releasing free Reader 
apps for iPhone and Android devices. Though 
Sony had only to announce at press time the 
apps were coming in December, it appears that 
beyond buying new releases and bestsellers 
from devices, the app will also support accessing 
books from a PC or Apple/Android device 
that you've already purchased from the Reader 
Store. Reportedly, you'll also be able to adjust the 
font size, make notes, and more. 

Google Voice users who also own an iPhone 
now have new goodness at their disposal with 
Google's official release of the Google Voice for 
iPhone app. In addition to supporting free texting 
to U.S. numbers, voicemail transcriptions, dis- 
playing your Voice number as the caller ID when 
placing calls, and more, the app gives iPhone 
users instant alerts upon receiving new voicemail 
or text messages and the ability to place calls via 
Direct Access Numbers. Only U.S. use is sup- 
ported currently, and users must have a valid 
Google Voice account and iPhone with iOS 3.1 
or later. 

And if you hear what sounds like a stopwatch coming from 
your colleague's iPad, it just may be CBS News' new 60 Minutes 
For iPad app ($4.99), believed to be the first app based on a prime- 
time news program. 
Beyond receiving high- 
quality video and text 
from the current week's 
episode, viewers get pre- 
views of the upcoming 
week's broadcast, behind- 
the-scenes "60 Minutes 
Overtime" footage, access 
to reportedly roughly two 
years' worth of video ar- 
chives, and sharing ability 
(via Twitter, Facebook, 
and email). 



Sound Freaq & Jawbone Breathe Life Into Bluetooth Audio 

■ Sound Freaq (www.soundfreaq.com) makes quite a declaration by claiming 
its SFQ-01 Sound Platform ($199.99) as the "most versatile home speaker in the 
world." By letting users dock an iPad, iPhone, or iPod plus wirelessly stream audio 
from any A2DP Bluetooth-friendly device; connect to devices bearing a 3.5mm 
jack via an auxiliary line-in port; and dial into FM radio stations, Sound Freaq just 
may have a case. Audio-wise, you get two custom 2.75-inch full-range drivers 
containing magnets in the voice coils that Sound Freaq states are constructed of 
an iron-carbon blend. UQ3 DSP technology, meanwhile, aims to create a "psycho- 
acoustic effect" that produces an "immersive audio experience" from a form factor 
that measures 5.9 x 6 x 11.8 inches (HxWxD). Elsewhere, an IR remote is included, 
while a Sound Freaq Remote app for Apple devices also provides full remote con- 
trol. For Bluetooth connectivity, meanwhile, Sound Freaq configures the system to 
support numerous devices out of the box with no password necessary. 

Sticking on the wireless front, whereas the SFQ-01 is meant as a stationary audio 

option, Jawbone's (www.jawbone.com) new wireless Jambox speaker ($199.99) is 

all about portability. Measuring roughly 1.55 x 2.24 x 6 inches, the briefcase-friendly 

Jambox uses proprietary acoustic drivers and a proprietary bass radiator to pass 

roughly 85dB of audio through one dome-shaped speaker. Uniquely, the speaker 

also offers what Jawbone says is the industry's first "MyTalk" online platform, 

with which you sync the Jawbox to and grab software updates, apps, and more. 

Elsewhere, a built-in mic lets you conduct voice chat (Multipoint connections 

supported), a 3.5mm input lets you connect non-Bluetooth devices, and a built-in 

Li-Ion battery supports roughly 10 hours of continuous play. Aesthetically, the 

Jawbox's stainless steel construction and molded rubber 

casing are arguably as alluring as the 

speaker's abilities. 





Incase Snaps A Charge Into iPhone 4 

■ Incase's claim that its Snap Battery Case ($59.95; goincase 
.com) is the slimmest battery case around for the iPhone 4 may 
or may not entice you to buy. What's more likely to get your 
monetary attention is the company's claim that the hard-shelled 
case (with soft-touch coating) integrates a 900mAh battery 
that's rated to extend the iPhone 4's battery life up to 40% (up 
to 120 hours standby, three hours talk, and 16 hours audio). An 
LED power indicator lets you know how much charge remains, 
while an embedded 30-pin connector enables syncs and charges 
to the iPhone 4 without removing the case. Protection-wise, the 
Snap Battery essentially only protects the iPhone 4's four cor- 
ners and backside. Usage-wise, the case is constructed so that 
the iPhone 4 saps the Snap Battery Case's battery power first. 
An On /Off switch, meanwhile, lets you turn off the continuous 
charge the case provides the iPhone 4. ▲ 
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News Readers 



Cut Out The Clutter 



by Seth Colaner 



If you read the news today, chances are you 
read it on a computer or mobile device instead 
of in a newspaper. The ability to share news 
electronically has revolutionized how we create, 
consume, and share the news. Not only do news 
Web sites, social networks, and emailed links make 
disseminating news an almost instantaneous oc- 
currence, but they also pull in many more readers 
who otherwise may not have seen a news item. 
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Many sites, 

including Yahoo! 

(www.yahoo.com), 

offer a variety of news 

stories culled from 

different sources. 



The electronic media in your life combine to 
form an almost never-ending tidal wave of news, 
from the hugely important to the mundane. And 
that mobile device chirping from your pocket is a 
major source of your daily news, as are the social 
networks you belong to. It should come as no 
surprise, then, that a recent Pew Internet survey 
found that although 55% of respondents found it 
easier to keep up with the news compared to five 
years ago, 70% agreed with the statement, 'The 
amount of news and information available from 
different sources today is overwhelming." 

So how do you get the news you need in a 
format that is efficient and filters out what you 
don't need? As we'll explain, there are a variety 



of solutions available; at least one of these should 
meet your particular news-grabbing needs. 

Single Sites 

There are numerous Web sites, including 
Yahoo! News and AOL.com, which grab news sto- 
ries from all over and present them on their own 
news pages. The result is a large number of news 
stories covering an array of topics and categories. 

For some people, selecting a single source may be 
enough to satisfy their news needs. Some news sites 
update content constantly, so there are new stories 
posted throughout the day. If you like this option, 
consider making your preferred news Web site your 
home page. That way, whenever you launch a Web 
browser, the fresh headlines are there for you to pe- 
ruse up front. 

Further, there are many Web sites that are 
devoted specifically to aggregating news, and 
they often allow users to customize the type of 
news they see. 

For example, Alltop.com aggregates headlines 
from a huge body of sources. "What's Hot On 
Alltop" on the site's home page lets you view the 
hot topics, but you can also click the New Topics 
tab to view new news. Further, you can create a 
My Alltop account and create a customized news- 
feed of the topics you're most interested in. For 
example, if your passions are the stock market, 
Ultimate Frisbee, and computer technology, you 
can easily create a custom Alltop page that gives 
you headlines about those topics. You can also 
browse the headlines for any number of topics. 

Digg (digg.com) is a popular site that serves a 
similar purpose with a social networking twist. 
Instead of simply mining other news sites, Digg's 
users drive which stories the site collects. There is 
often a "Digg This" button at the bottom of stories 
on blogs or news Web sites; clicking this button 
gets that news story into the Digg stream, so to 
speak. Sign up for a Digg account, and you can 
create a customized news feed. 

Manual Aggregation 

You can use aggregators to make your own 
customized newsfeed, too. A good example of 
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such a service is Google Reader (www. google 
.com/reader). 

You can use Google Reader to keep posts 
from all your favorite online news sources in one 
place. Before you can start saving sites to Google 
Reader, you need to create a Google account 
if you don't already have one. To add a site to 
Google Reader, click the Add A Subscription 
button in the upper-left part of the screen, enter 
a URL in the empty field, and click the Add 
button. Then Google Reader will automati- 
cally start importing news items from that site's 
RSS (Really Simple Syndication) feed. Repeat 
the process to add more sites. You can view items 
from all your subscriptions at once or just the 
headlines from a single site. Yahoo! users can 
also subscribe to news feeds on their My Yahoo! 
page (my.yahoo.com), and desktop RSS aggrega- 
tors such as Feed Demon (free; www.feeddemon 
.com) are also available. 

The Social Aspect 

It's one thing to get news you want, but it's 
another to block news you don't want, and social 
media can have a lot to do with this. You can 
help control what news stories come your way 
by being savvy about who you follow or block on 
social Web sites. 

For example, following The New York Times on 
Twitter (twitter.com/nytimes) will ensure you're 
getting good content; following E! Online news 
(twitter.com/eonline) will likely do the opposite, 
cluttering your workspace and potentially creating 
a distraction. And even if you are interested in 
Will Smith's daughter's haircut, keeping important 
news alerts separate from frivolous ones is one 
way to stay in control. 

Additionally, you may find that much of the 
news posted by your favorite sources via Twitter 
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will already come your way through an ag- 
gregator, so it's a good idea to use only one 
source or the other lest you get bombarded by 
duplicate stories. 

Mobile News 

You can extrapolate much of your online 
control measures to your mobile device: Use 
news aggregators, limit the number of sources, 
and manage social networking. 

Mobile devices frequently let you access a 
mobile version of a particular site, or you can 
install an app on your device that lets you ac- 
cess a site. For example, the aforementioned 
Digg offers mobile Web access (m.digg.com) 
and an iPhone app, and Google Reader has a 
mobile Web version (reader.google.com/m) 
that offers most of the same features found 
on the full site. 

There are also news aggregator apps, such 
as Fluent News (www.fluentnews.com), avail- 
able for iPhone, or Express News for Android 
(store.handmark.com). The Fluent News app de- 
livers a steady stream of headlines from dozens of 
news sources such as The Washington Post, CNN, 
the BBC, and ESPN. Within the app, the main 
page lists the top news stories, but you can browse 
specific categories such as Business, Sports, and 
Travel. You can save articles and share them via 
social networking sites. Express News for Android 
pulls in headlines from 300 sources from around 
the globe. Headlines are organized into categories 
including General Headlines, Science Headlines, 
Politics Headlines, and more. 

You can also choose whether to receive push 
updates — which is yet another way to exert some 
control over the news that comes your way. And, 
of course, there are plenty of apps for individual 
news sources, which let you peruse a news orga- 
nization's headlines at 
your leisure. 

With a few simple 
steps, you can cut out 
the news clutter and en- 
sure that you're getting 
the best and most up-to- 
date news. ▲ 



Even if Democrats win, Pelosi faces 
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Google Reader lets you 
manually set up news 
feeds from your favorite 
sources and subscribe 
to "bundles" based on 
your interests. 



With a mobile news 
aggregator app such as 
Fluent News, you can 
control the news on 
your mobile device. 



PC Today/ January 2011 65 



PERSONAL ELECTRONICS 

TECH FOR HOME & LEISURE 




Mobile Device Chargers 

Power Options Come In Many Shapes & Sizes 



by Joanna Clay 




The iGo Charge Anywhere 
receives an internal 
recharge via wall outlet 
even as you use it to 
recharge devices. 



No matter the power capabilities of the mo- 
bile devices you use regularly, it is inevi- 
table that you'll have to recharge sooner or 
later. The biggest question is, however, how many 
recharging options do you have? Quite a few, re- 
ally. And, they're diversely innovative. 

But before purchasing just any charger, there 
are some general buying guidelines you'll want 
to consider. 

Charging Counsel 

Charger capabilities go far beyond the simple 
device-to-wall outlet connection. This is all the 
more reason to do some research about which de- 
vices any given charger can support, what type of 
power the charger is harnessing, and in what ways 
it's utilitarian. 

Compatibility. Multidevice chargers can rejuve- 
nate more than just a few mobile devices; some can 
charge upwards of 3,000 products (when you con- 
sider brand and model specifications). If you're in 
the market for a charger that will support your basic 
trio of mobile phone, MP3 player, and camera (or 
maybe even 10 devices), there are a plethora of op- 
tions. However, beware that some chargers are pur- 
posed specifically for Apple's line of mobile devices 
or specific smartphone brands or models, as well. 

Power. The charging capacity for a mobile 
charger is largely contingent upon the source of the 



power: AC power, PC, solar panels, wireless con- 
nectivity, or kinetic energy. Some wall-charging 
models can simultaneously charge internally while 
also charging a connected mobile device. Other 
PC-oriented chargers will charge your laptop and 
several other devices. Solar-powered chargers 
aren't going to boost your mobile device quickly, 
but they are nice for eco-friendly charging (and 
no overcharging). 

Wireless charging capabilities have yet to be- 
come ubiquitous, but there are several wireless 



WHAT'S NEW WITH WIRELESS CHARGING 

A recent In-Stat survey revealed that 40% of re- 
spondents are willing to pay an extra $50 for 
a wireless charging solution without any kinks. So 
wireless charging is in demand, but how does it really 
work? The technology behind wireless charging is 
actually called magnetic induction — Energizer has 
patented this power transfer as "Qi." The long defini- 
tion of inductive charging goes like this: One device 
is designed to send power and another device is 
paired to receive that power. And when these two 
devices touch, they transfer a charge. The Powermat 
3X Mat with Powercube ($99.99; www. powermat 
.com) uses magnetic induction to connect to and 
charge devices. Beyond Powermat' s charging prod- 
ucts, you can try the PowerPlate for iPhone ($99.95; 
www.brookstone.com) or Pure Energy WildCharge 
Pad (prices vary depending on adapter required). 
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The Powermat 3X Mat 
with Powercube is a 
wireless base station that 
employs magnetic induc- 
tion to charge devices. 



chargers that are making a difference. (Refer to 
"What's New With Wireless Charging" for more 
on this subject.) Kinetic-based chargers have 
been around for a couple of years, and because 
they utilize small-frequency forces produced by 
human movement, harvesting kinetic energy isn't 
complicated for the user, although the technology 
behind it is. 

Convenience. It seems ideal that mobile device 
chargers should be just as mobile as the devices they 
charge. Fortunately, many of them are, but some 
are designed to be primarily stationary. Other types 
of chargers could be consid- 
ered useful on a situational 
basis. For instance, you might 
use a solar-powered char- 
ger as a last resource. Or you 
might only pack a multide- 
vice charger if you're going on 
a week-long business trip. No matter your situa- 
tion, it comes down to user preference. 

AT&T Zero Charger 

The AT&T Zero Charger ($19.99; www.wireless 
.att.com) won't draw power if you don't connect it 
to your phone, so it won't consume energy even in 
standby mode. AT&T sells compatible Zero Charger 
charging cables ($6 per cable) for the Apple, Ericsson, 
LG, Pantech, and Samsung products. If you only 
want to purchase charging cables for the devices you 
own, then the AT&T Zero Charger is a good choice 
that's also nice for the wallet. 

Chargepod V2 

If you're looking for a gadget that will easily 
charge a host of mobile devices and your full-featured 
notebook, then check out the Chargepod V2 ($199.95; 
www.callpod.com). One side of the tri-sectioned de- 
vice is dedicated to charging a PC or Mac; another 
side can simultaneously charge as many as three small 
devices (including eReaders and GPS units) along 
with a portable DVD player or digital camera; and on 
the third side, you can use the three-port USB 2.0 hub 
for connecting peripheral devices to your laptop. 

iGo Charge Anywhere 

The pocket-sized iGo Charge Anywhere ($49.99; 
www.igo.com) will recharge your devices and re- 
charges its built-in battery when it's used as a wall 
charger. The two USB ports allow for dual charging 
wherever you take the iGo, and it's universally com- 
patible for international travel. At minimum, the 
iGo supports the following devices: smartphones, 
Bluetooth-enabled headsets, MP3 players, portable 
gaming devices, digital cameras, and GPS devices. 



nPower PEG 

Powered by kinetic energy or "vibration har- 
vesting technology," the nPower PEG ($149.99; 
www.npowerpeg.com) can be used to recharge 
cell phones, iPods, and more than 3,000 other 
mobile devices. The nPower PEG generates 
power as it harnesses energy from ambient 
vibrations that occur when you are walking, 
riding a bike, or commuting on the subway. 

Powermat 3X Mat With Powercube 

On its own, the Powermat 3X ($99.99; www 
.powermat.com) is a wireless (RFID) charging mat 
that can charge three devices at once via the in- 
dividual access points on the mat. The Powermat 
produces a sound and has an indicator light 
that confirms your device is charging correctly. 
When you add the Powercube, a universal wire- 
less receiver, you add the capability to charge a 
host of devices from Apple, Nintendo, Samsung, 
Sony, and LG. And if you want to charge other 
portable devices, you'll simply need to interchange 
receiver "tips." 

Solio Mono 

The Solio Mono($59.95; www.solio.com) 
runs on renewable power from the sun. After 
you perform an initial charge with the Solio 
Mono via USB, the solar-powered mode 
should take no less time to charge your 
portable device than if the Mono were con- 
nected to a wall outlet. And according to 
Solio, the Mono can charge more than 3,200 
devices. The charger also includes inter- 
changeable adapters, so you can use it with 
a variety of Apple, Samsung, Mini-USB, and 
Micro-USB devices. A 



The environmentally 
friendly AT&T Zero 
Charger won't draw 
unusable power 
when left 
plugged into 
an outlet 
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Adobe, Photoshop and Flash are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States and/or other countries. Copy rig ht@2010 bModo. Alt rights reserved. 
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m 



Solve Remote 

Network 



Connection Problems 




Resolving remote network issues often goes beyond common 
fixes you may have used to fix your Internet connection. 

Fortunately, you can quickly eliminate a number of possibilities using a CLI (command-line inter- 
face; a text-based command window that is a holdover from the early days of computing), which 
is still available in Windows XP /Vista/ 7. 

All these suggestions assume that the network is up and operating. It also assumes you are 
connected to the Internet. Before you proceed, you'll need to know how to open the CLI window. 
In WinXP, click Start, select Run, type CMD in the Open field, and press ENTER. In Vista/Win7, 
click the Start button and type CMD into the Start Search field, and then click the CMD icon that 
appears in the results. 



Ping It 

All Internet or network hosts, com- 
puters, routers, and other Internet-enabled 
devices use an IP address (which is a 
string of four groups of numbers sepa- 
rated by periods, such as 233.122.0.2) to 
uniquely identify themselves. You may 
have used this number to access a net- 
work login. This can also be a Web ad- 
dress (called a host name) or DNS name 
to access a login. IP addresses and DNS 
names are interchangeable. With either, 
a ping command can determine whether 
the computer and network can exchange 
basic data. 

From the command line window, type 
ping followed by a space and the IP ad- 
dress or DNS name (examples would be 
ping 167.154.16.27 or ping www. corporate 
network.com). Press ENTER. If you see a 
time-out message, wait a few seconds. A 
time-out alert appears if the reply takes 
longer than a second. 

If the response indicates the data packets 
were sent and received, your machine is 



exchanging data with the network address. 
You can skip to "Get Connected" to set up 
a dedicated connection and edit settings. If 
you have been accessing the site via a Web 
address, go to "Look It Up" before heading 
to "Get Connected." 

If you receive a response that contains 
something about a nonexistent domain, 
you are likely using the wrong IP address 
or DNS name to log in. Double-check the 
address and try to connect normally. (If 
you are logging in with an IP address, skip 
to "Look It Up" for a quick way to check 
its validity.) 

If you receive a transmission error, then 
the ping data is not leaving your PC. Your 
firewall is likely blocking you from ac- 
cessing the network. You will want to 
add the site to your firewall as an allowed 
exception (refer to your firewall's help 
documentation for these instructions) and 
try again. 

If you receive a response after an exces- 
sive number of time-outs, the network's re- 
sponse to your connection may be slow 
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and your browser or other network access 
utility may be giving up before it connects. Length- 
en the response time by adding a -t switch (ping 
-t followed by the IP address or DNS name). 
This will ping the address indefinitely. After 
a dozen pings, press CTRL-Break to view the 
packet data. If there is no response yet, continue 
awhile longer, and then press CTRL-C. If you never 
get a response or the number of pings to get a 
response is considerable, skip to 'Trace the Route" 
for assistance. 

If you get a message saying the ping request 
could not find the host or the response indicates 
the number of data packets sent is zero, the net- 
work is not acknowledging your ping. Changes 
to the network or configuration may now be 
preventing access. Contact the network adminis- 
trator for further assistance. 

Look It Up 

You can look up a DNS name from an IP ad- 
dress and vice versa. From the command line 
window, type nslookup followed by a space 
and either the DNS name or the IP address and 
press ENTER. 

Write down the DNS name and numeric se- 
quence you see in the lines that begin with 
Name: and Address: (ignore aliases). If you are 
checking an IP address, the DNS name should 
help confirm it. If you recognize nothing, con- 
tact the network administrator to confirm the 
IP address. 

If you are using a DNS name, Windows may 
be having a problem with DNS name resolution 
(translating the DNS name into an IP address). 
Perform two pings from the same command line 
window, first using the DNS name you wrote 
down and then using the IP address. Compare 
the access times and packets you sent and re- 
ceived. If there is a big difference in behaviors 
pinging the DNS name vs. the IP address, skip to 
"Get Connected." 

Trace The Route 

Tracing the path data packets take going 
to the network will help pinpoint problems. 
From the command line window, type tracert 
followed by a space and the DNS name or IP 
address, and press ENTER. Lines will appear 
with access times and IP addresses. The final 
few hops should show domain names — the 
last one being your network. This is the route — 
and the time the trip is taking — between nodes 
on the Internet. 



If an early hop takes a long time or causes 
the trace to hang (a flood of timeouts), contact 
your ISP. If you reach many hops before things 
go awry, the problem may be with a gateway 
or router at or near the location of the remote 
network. Check with the network administrator 
for assistance. 

Get Connected 

Setting up a direct VPN connection gives 
you a dedicated login interface and lets you 
avert DNS issues. 

To set up the connection in WinXP, se- 
lect Control Panel on the Start menu. Click 
Network And Internet Connections and then 
select Create A Connection To The Network At 
Your Workplace. In Vista/Win7, click Control 
Panel on the Start menu and click Network And 
Internet (in Category view), then Network And 
Sharing Center. Click Set Up A Connection Or 
Network (Vista) or Set Up A New Connection Or 
Network under Change Your Network Settings 
(Win7). Select Connect To A Workplace, then 
Use My Internet Connection. (Vista /Win7 offers 
smart card as a connection option. We won't dis- 
cuss that here.) 

Select Virtual Private Network Connection, 
name the connection, and provide the host (DNS) 
name or IP address. If you are asked if you 
would like to dial a connection, click No (unless 
you only have dial-up Internet) and click Finish 
(WinXP) or Connect (Vista/Win7). The OS will 
attempt to connect you without configuring 
any settings. If this solution does not work, or 
if you are using WinXP, proceed with the fol- 
lowing instructions. 

Return to the Network Connections window 
in WinXP or the Network and Sharing Center in 
Vista/Win7 and click the option to manage net- 
work connections. Right-click your VPN network 
icon and select Properties. Next, click the Net- 
working tab, click Internet Protocol (in Vista/ 
Win7, you will need to do this for TCP/IP V4 
and TCP/IP V6), and then click Properties. Over- 
ride automatic configuration and provide the 
exact IP address and DNS names for the net- 
work. Exit the Properties interface, right-click the 
VPN icon, and click Connect. Provide your login 
information if prompted. 

If you cannot connect, then Windows can pro- 
vide some assistance, but you may need more 
advanced configuration information. You will 
need to contact the network administrator for 
detailed information. ▲ 
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Excel \n A 

CRUNCH 



You appreciate the fact that Excel is a power-packed program, 

but you are also a professional on the go, and, frankly, you don't have a lot of time 
to learn the finer points of the software. No sweat. Read on and we will give you 
some great ideas of how to kick up your Excel skills a notch without spending a lot 
of time doing so. 



Explore Various Scenarios 

One of the most powerful things you can 
do with Excel is play around with worksheet 
values to answer "what-if" questions. What 
if sales decrease by 6% next year? What if the 
cost of goods sold increases by 3%? 

To calculate multiple outcomes such as 
these, you can use Excel's Scenario Manager. 
This tool enables you to specify which data 
cells you want to change and then quickly 
view the result in the worksheet. 

To use the Scenario Manager, select the 
cells you want to include in the scenario 
and then choose Tools and Scenarios. In 
the Scenario Manager dialog box, click 
Add to display the Add Scenario dialog box. 
Type a name (such as Status Quo, Worst 
Case, or Best Case) in the Scenario Name 
text box and then specify which cells you 
want to change. Click OK and then enter a 
new value for each changing (variable) cell 
in the Scenario Values dialog box. Click 
OK, and the Scenario Manager dialog box 
will redisplay 
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scenario shown on the list. Complete the same 
steps for each scenario you want to create. 
Finally, to switch between the scenarios, click 
each one's name in the Scenario Manager 
dialog box and view the change directly on 
your worksheet. 

Select Cells By Data Type 

You can quickly locate all the cells in a 
worksheet that include a particular type of 
data, such as those that include comments or 
formulas. For example, if you want to iden- 
tify cells in a selected range that contain for- 
mulas, press CTRL-[ (opening bracket); to 
find and select all cells with comments, press 
CTRL-SHIFT-O. 

You can also highlight all the cells in a range 
that include objects, such as clip art, charts, or 
pictures. This helps you quickly identify all 
the items so that you can then apply actions 
to them, such as resizing, moving, formatting, 
or grouping them. To select all of a work- 
sheet's objects, click one of them and then press 
CTRL-SHIFT-Spacebar. 

Find Any Type Of Data 

You've probably noticed that it doesn't 
take long for a business worksheet to 
quickly mushroom in size, making it almost 
impossible to find data by simply scrolling. 
This is especially true when you're working 
on a laptop with a relatively small screen. 
It's also an inefficient way to find, let's 
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. You can use comments to 

jot down electronic notes 

on your worksheet. 



say, one customer's name 
among several hundred. But 
help is at hand in the form 
of Excel's Find command. 

To use this command, 
first select the range in 
which you want to look for 
the data (or select a single 
cell if you want Excel to 
search through the entire 
worksheet). Choose Edit 
and then Find or simply 
press CTRL-F to open the 
Find And Replace dialog 
box. Enter the text that you want to locate, and 
then click Find Next to highlight the next cell with 
your data; click Find All to display a list of cell ref- 
erences that contain the search text. 

By default, Find searches through cells with 
values, such as text or numbers. But you can also 
locate information buried in worksheet comments, 
even if it is not displayed. To do this, click the 
Look In drop-down arrow in the Find And Replace 
dialog box and then choose Comments from the list. 

Add Comments 

You can easily add comments to an Excel work- 
sheet, either for your own future reference or to share 
your ideas with others. To add these notations, right- 
click in the cell where you want to place the com- 
ment and then choose Insert Comment. Type your 
notes in the comment box and then click outside of it. 

If necessary, you can edit the contents of a 
Comment by right-clicking the cell, selecting Edit 
Comment, and then modifying the text as you would 
in a word processor. You can also hide, show, or de- 
lete a comment by right-clicking the cell that contains 
the Comment and then choosing the appropriate 
command on the displayed list. 

Replace Data & Formulas 

In addition to helping you locate data, Excel can 
help you rapidly replace formulas, numbers, or text 
with other data. For example, you can update a name 
that appears multiple times in a worksheet. To do 
this, choose Edit and then Replace or press CTRL-H. 
In the Find And Replace dialog box, enter data in the 
Find What and Replace With fields. Click Find Next, 
decide if you want to replace the selected occurrence, 




and then choose Replace. (If you're feeling especially 
brave, you can instead choose Replace All without 
looking at each occurrence.) 

Calculate Values On The Fly 

You can quickly calculate and display informa- 
tion about a selected group of values on Excel's 
status bar, which is located at the bottom of each 
worksheet. To do this, select the cells you want to 
add and then view the total on the status bar. But 
don't stop there. You can also display a wealth of 
other information about a selection by right-clicking 
the status bar and then choosing functions such as 
AVERAGE, MIN (minimum), or MAX (maximum) 
on the pop-up menu. 

Take A Shortcut 

You're probably already familiar with many basic 
Excel keyboard shortcuts, especially when you take 
your laptop on the road and don't want to use the 
mouse. However, there are some little-known short- 
cuts that can help you work even more efficiently in 
selecting ranges and moving around a worksheet. 

For example, you can quickly select an entire 
data region (a range of data cells bordered by empty 
cells) by holding down CTRL-SHIFT-* (asterisk). 
Another way to select a data range is to place your 
cell pointer in the range and then press CTRL- A; 
press CTRL-A a second time to select the entire 
worksheet. You can also press CTRL-Spacebar to 
select the column where your cell pointer is located. 

Another helpful keyboard shortcut is to press 
END followed by an Up, Down, Left, or Right arrow 
key to efficiently move the cell pointer to the outer- 
most edge of a data range. A 
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Revive A Dead 



Smartphone 



Emergency CPR Techniques 



What should you do when your smartphone decides to play dead? 

Resist the urge to throw it against the nearest wall and try one of these techniques instead. 



Soft Reset 


BlackBerry Torch. Press and hold ALT- 


All phones have a soft reset function, which 


Right Shift-Del keys. 


is similar to restarting your computer. Beware 


HTC FUZE, Touch Cruise, Touch Dia- 


that performing a soft reset will cause you 


mond. Insert the tip of the phone's stylus 


to lose any data that isn't saved, but you 


into the reset hole located on the bottom of 


will retain information previously stored on 


the device. 


your smartphone. 


HTC HD2, Touch Pro, Touch Pro2. Use a 


T-Mobile Gl. With the Gl powered off, 


small object, such as a toothpick or stylus, to 


hold the Home and End keys simultaneously. 


press the reset button, which is located below 


When you see a triangle with an exclamation 


the battery and SIM card slot. 


point, press the Home and Back keys. 


iPhone (all models). Press and hold the 


Android (Other). All remaining Android 


Sleep /Wake button on the top of the iPhone 


models use a simple power cycle to perform a 


and the Home button. Continue to hold both 


soft reset. Just turn the phone off and then back 


buttons (approximately 10 seconds) until the 


on again. 


display goes blank. You'll see the white Apple 


BlackBerry (QWERTY keyboard). Press 


logo as the iPhone reboots. 


and hold the ALT-CAP-Del key combination. 


Nokia (all models). Power your phone 


The display goes black for a second and your 


off and remove the battery for 30 seconds. 


BlackBerry resets. 


Reinstall the battery and power the phone on. 


BlackBerry (SureType keyboard). Press the 


Alternately, you can enter the code *#7380# and 


ALT-CAP and Right Shift-Del keys. When the 


select Yes. 


screen goes blank, release the keys. 


Palm Pre Plus. If the phone's menus are 


BlackBerry (touchscreen). Turn the Black- 


still active, select Device Info, choose Reset 


Berry off and remove the battery for at least 


Options, and select Soft Reset. If the phone is 


30 seconds. Reinstall the battery and turn the 


locked up or frozen, hold the power button 


device back on. 


and cycle the ringer button on and off three 


BlackBerry Storm, Storm2. Soft resets usu- 


times. If that doesn't work, press and hold the 


ally involve pulling the battery, but you can 


Orange, Sym, and R keys until the device re- 


also use the Soft Reset app that is available 


boots. Turn the phone off, remove the battery 


OTA (over the air). After you install the app, 


for 10 seconds, reinstall the battery, and power 


you must disable Compatibility Mode: Tap 


the phone up. 


Options, Advanced Options, and Applications; 


Windows Phone 7. Turn the phone off, and 


then tap the BlackBerry Menu button and 


back on. Alternatively, you can remove the 


highlight Disable Compatibility Mode. Now, 


battery for 30 seconds, reinstall the battery, and 


launch Soft Reset and tap the Reset button. 


turn the phone back on. 
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All other smartphones. You can generally per- 
form a soft reset by powering the phone off and 
then on or removing the battery and replacing it 
after 30 seconds. 

Hard Reset 

A hard reset is a last-ditch option that returns 
your phone to its factory settings, which means you 
will lose all data and any installed applications. 
Before performing a hard reset, you will want to re- 
move the memory card from your phone; that way 
you can recover data from the card later. 

Android (all models with functioning menu 
systems). One of the following menu-based sys- 
tems for performing a hard reset should work, de- 
pending on the phone and version of Android. 

Open the application menu. Tap Settings, SD 
Card & Phone Storage, and Factory Data Reset, and 
then follow the on-screen instructions. 

From the Home screen, tap Menu, Settings, 
Privacy, and Factory Data Reset, and then follow 
the on-screen instructions. 

From the Home screen, tap Menu, Settings, 
Security, and Factory Data Reset, and then follow 
the on-screen instructions. 

When the menu system isn't functional, the fol- 
lowing phone-specific options will be helpful for 
performing a hard reset. 

T-Mobile Gl. With the Gl powered off, 
press and hold the Home-End keys until you see 
a triangle with an exclamation point. Open the 
QWERTY keyboard and press ALT-W. 

T-Mobile G2. With the G2 powered off, press 
and hold the Volume Down button while you tap 
the Power button. After the Android logo appears, 
release the Volume Down button. Press the Volume 
Down button again, select Clear Storage, and press 
the Power button. Press Volume Up to start the fac- 
tory reset. 

Motorola Droid. Turn the phone off. Press and 
hold the Power-X keys to force the phone into re- 
covery mode. Next, press and hold the Volume Up- 
Camera key to display the recovery menu. Select 
Wipe Data /Factory Reset from the menu, and then 
select Reboot Phone. 

BlackBerry (all models). Remove the battery 
and wait for about 30 seconds. Reinstall the battery 
and turn the phone on. 

HTC FUZE. With the device turned on, press 
and hold the Left and Right soft keys. While 
holding the keys, use the stylus to press and hold 
the Reset button on the bottom of the device near 
the USB port. Text on the display will ask you to 
confirm the reset. 



HTC HD2. With the device powered off, press 
and hold the Volume Up and Volume Down but- 
tons. With the volume buttons depressed, press and 
release the End /Power button. When a warning 
message displays, release the volume buttons. Next, 
press the Volume Up button to perform the reset. 
Pressing any other button cancels the reset. 

HTC Touch Pro, Touch Pro2, Touch Diamond. 
With the device turned on, press and hold the 
Volume Down and Enter buttons. While holding 
the keys, use the stylus to press the Reset button, 
located under the battery cover. Continue to hold 
the Volume Down and Enter keys until a warning 
message displays. Release the Volume Down and 
Enter keys, and then press the Volume Up key to 
reset the phone. Pressing any other button cancels 
the reset. 

iPhone (all models). From the Home screen, 
tap Settings, General, Reset, and Reset All Settings. 
This action resets all preferences but retains ap- 
plications and data. If that doesn't work, go to 
the Home screen and tap Settings, General, Reset, 
Erase All Content, and Settings. This will delete all 
data and applications and return the iPhone to fac- 
tory conditions. 

Nokia (all models). With your phone powered 
on or in standby mode, type *#7370# and select Yes 
when prompted. You may need your Lock Code for 
confirmation. The default lock code is 12345. 

If your phone doesn't turn on, try pressing the 
On/Off button, *, and 3 simultaneously. 

Palm Pre Plus. Open Device Info, tap Reset 
Options, and tap the Full Erase button. And then tap 
the Full Erase button a second time. 

Samsung Behold II. From the Home screen, tap 
Quick List; and then tap Settings, Reset Settings, and 
Master Reset. Next, enter your password and tap Yes. 

If the phone is frozen or won't turn on, turn the 
power off and remove the battery. Wait 30 seconds 
before you reinsert the battery. Press and hold the 
Volume Down, Send, and End buttons. Keep holding 
the buttons down until a graphic appears on the dis- 
play, and then press the Menu key to start the reset. 

Samsung Captivate, Epic 4G, Vibrant. Power 
off your phone and remove the battery. Wait 30 
seconds and reinsert the battery. Press and hold the 
Volume Down button while pressing and releasing 
the Power button. Press the Volume Down button 
to select Clear Storage, and then press the Power 
button. Confirm the reset by pressing the Volume 
Up button. 

Windows Phone 7. Slide left and tap the arrow 
icon. Next, Tap Settings and select About, scroll to the 
bottom of the display and tap Reset Your Phone. ▲ 
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The Traveler's 

911 Directory 



AIRLINES 



Air Canada 

www.aircanada.com 
Information and reservations 

(888)247-2262 
Baggage information 

(888)689-2247 

American Airlines 

www.aa.com; mobile.aa.com 
Reservations (800) 433-7300 
TDD (800) 543-1586 
Eight information (800) 223-5436 
Baggage delayed less than five 

days (800) 535-5225 
Ticket refund requests 

(918) 254-3777 

British Airways 

www.britishairways.com 
ba2go.com (mobile) 
Information and reservations 
(800) 247-9297 

Continental Airlines 

www.continental.com 
pda.continental.com 




Reservations to U.S. and Mexico 

destinations (800) 523-3273 
Reservations to international 

destinations (800) 231-0856 
TDD (800) 343-9195 
Flight information (800) 784-4444 
Baggage information 

(800) 335-2247 
OnePass frequent flyer 

assistance (713) 952-1630 

Delta Air Lines 

www.delta.com 
mobile.delta.com 
Reservations (800) 221-1212 
Flight information (800) 325-1999 
Baggage information 

(800) 325-8224 
SkyMiles members 

(800) 323-2323 

Frontier Airlines 

www.frontierairlines.com 
Reservations (800) 432-1359 
Customer relations 
(800) 265-5505 

JetBlue Airways 

www.jetblue.com 
mobile.jetblue.com (800) 538-2583 

Lufthansa 

www.lufthansa.com 
mobile.lufthansa.com 
Information and reservations 
(800) 399-5838 

Midwest Airlines 

www.midwestairlines.com 
Reservations (800) 452-2022 
TDD (800) 872-3608 

Southwest Airlines 

www.southwest.com 
mobile.southwest.com 
(800) 435-9792 
TDD (800) 533-1305 



Spirit Airlines 

www.spiritair.com 
(800) 772-7117 

US Airways 

www.usairways.com 
Reservations to U.S. and Canada 

destinations (800) 428-4322 
Reservations to international 

destinations (800) 622-1015 
TDD (800) 245-2966 
Customer service (800) 943-5436 

United Airlines 

www.united.com 
www.ua2go.com (mobile) 
Reservations (800) 864-8331 
International reservations 

(800) 538-2929 
TDD (800) 323-0170 



VEHICLE 

RENTALS 



Advantage Rent A Car 

www.advantage.com 
Reservations (866) 661-2722 or 

(210) 344-4712 outside the U.S. 
Customer service 

(800) 777-5524 

Alamo Rent A Car 

www.alamo.com 
(800) 462-5266 
TDD (800) 522-9292 

Avis 

www.avis.com 
mobile.avis.com 
Reservations (800) 331-1212 
TDD (800) 331-2323 
Customer service (800) 352-7900 

Budget Rent A Car System 

www.budget.com 
mobile.budget.com 
Reservations in the U.S. 

(800) 527-0700 
Reservations outside the U.S. 

(800) 472-3325 
TDD (800) 826-5510 
Roadside assistance (800) 354-2847 
Customer service (800) 214-6094 
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Dollar Rent A Car 

www.dollar.com 
Reservations (800) 800-3665 
Reservations outside the U.S. 

(800) 800-6000 
TDD (800) 232-3301 
24-hour roadside assistance 

(800) 235-9393 

Enterprise Rent-A-Car 

www . enterprise .com 
Reservations (800) 261-7331 
TDD (866) 534-9270 

Hertz 

www.hertz.com 

hertz.mobi 

Reservations (800) 654-3131 

Reservations outside the U.S. 

(800) 654-3001 
TDD (800) 654-2280 
Extend rental (800) 654-4174 
Billing information 

(800) 654-4173 
Customer relations 
I 777-6095 



National Car Rental 

www.nationalcar.com 
(800) 227-7368 
TDD (800) 328-6323 

Payless Car Rental 

www.paylesscarrental.com 
(800) 729-5377 

Thrifty Car Rental 

www.thrifty.com 
Reservations (800) 847-4389 
Emergency (877) 283-( 

TRAVEL 

SERVICES 

AAA 

www.aaa.com 
aaa.mobi 

Roadside assistance 
(800) 222-4357 

Expedia 

www.expedia.com 
(800) 397-3342 



Hotwire 

www.hotwire.com 

(866) 468-9473 

OCS (Overseas Citizens 

Services) traveler's hotline 

(202) 647-5225 or 

(888)407-4747 
After-hours emergencies 

(202) 647-4000 

Orbitz 

www.orbitz.com 

mobile . orbitz . com 

) 656-4546 



Priceline 

www.priceline.com 
priceline.mobi 
(800) 774-2354 

Travelocity 

www.travelocity.com 
mobile.travelocity.com 

) 872-8356 



HOTELS 



Candlewood Suites 

www.candlewoodsuites.com 
mobile . candlewoodsuites. com 
) 226-3539 



Chase Suite Hotels 

www.woodfinsuitehotels.com 
(800) 966-3346 

Choice Hotels International 

(Cambria Suites, Comfort 
Inn, Comfort Suites, 
Quality Inn, Sleep Inn, 
Clarion, MainStay Suites, 
Suburban Extended Stay 
Hotel, Econo Lodge, and 
Rodeway Inn) 

www.choicehotels.com 

(877) 424-6423 

Courtyard Hotels 

www.courtyard . com 
courtyard.mobi 
) 236-2427 



Crowne Plaza Hotels & Resorts 

www.crowneplaza.com 



mobile . cro wneplaza . com 

(877) 227-6963 

Doubletree Hotels 

www.doubletree.com 
doubletree.mobi 

(800) 222-8733 

Embassy Suites Hotels 

www.embassysuites.com 
embassysuites.mobi 
(800) 362-2779 

Four Seasons 
Hotels & Resorts 

www.fourseasons.com 
mobile.fourseasons.com 
(800) 819-5053 

Hampton Inn Hotels & Suites 

www.hamptoninn.com 
hamptoninn.mobi 
(800) 426-7866 

Hawthorn Suites 

www.hawthorn.com 

(800) 527-1133 

Hilton Hotels 

www.hilton.com 
hilton.mobi 
(800) 445-8667 

Holiday Inn 

www.holidayinn.com 
mobile.holidayinn.com 
(888) 465-4329 

Holiday Inn Express 

www.hiexpress.com 
mobile .hiexpress . com 
(888) 465-4329 

Homewood Suites 

www.homewoodsuites.com 
homewoodsuites.mobi 

(800) 225-5466 

Hyatt Hotels & Resorts 

www.hyatt.com 
Hyatt Hotels & Resorts 

(888) 591-1234 
TDD (800) 228-9548 
Hyatt Place (888) 492-8847 



Hyatt Summerfield Suites 
(866) 974-9288 

Marriott 

www.marriott.com 
marriott.mobi 
(888) 236-2427 

Radisson Hotels & Resorts 

www.radisson.com 
(888) 201-1718 

Ramada Worldwide 

www.ramada.com 

(800) 272-6232 

Renaissance 
Hotels & Resorts 

www.renaissancehotel.com 
) 236-2427 



Residence Inn 

www.residenceinn.com 
residenceinn.mobi 
(888) 236-2427 

Ritz-Carlton 
Hotels & Resorts 

www.ritzcarlton.com 
(800) 542-8680 

Sheraton Hotels & Resorts 

www.sheraton.com 

(800) 325-3535 

Staybridge Suites 

www.staybridge.com 
mobile . staybridge .com 

(877) 238-8889 

Westin Hotels & Resorts 

www.westin.com 

(800) 937-8461 

Wingate Inns 

www.wingateinns.com 
(800) 228-1000 

Woodfin Suite Hotels 

www.woodfinsuitehotels.com 
(800) 966-3346 

Wyndham Hotels & Resorts 

www.wyndham.com 
(877) 999-3223 
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A Stylish Tablet For Businesspeople 

■ The new HP Slate 500 is a thin, Windows 7 Professional tablet PC 
with productivity in mind. Geared toward business professionals, 
1.5-pound device has 2GB of DDR2 memory and a 64GB SATA 
hard drive, and runs the Win7 Professional 32-bit operating 
system. The Slate 500 has an 8.9-inch LED-backlit screen and an 
integrated, front-facing Web cam, which HP notes is great for 
videoconferencing. This tablet also features Wi-Fi for Internet 
connectivity and Bluetooth support. The Slate 500 is also ver- 
satile in that you can navigate menus and applications with 
the touchscreen; write on the surface using the included HP 
Slate Digital Pen and Evernote software; or attach a keyboard, 
mouse, and /or printer for a desktop-like setup. 

o 





Samsung's First Windows 7 Phone 

■ The Omnia 7 from Samsung uses Microsoft's Windows Phone 7 platform, which 
features Xbox Live and Zune functionality as well as a customizable home screen with 
multiple "tiles" that provide live updates from social networking sites, news providers, 
and the Internet. These tiles also provide updates on missed calls, emails, and text mes- 
sages. The phone features a 4-inch Super AMOLED touchscreen and a 5MP autofocus 
camera that can also record 720p HD video. The Omnia 7 can connect to networks 
via 3G or Wi-Fi and is designed for playing music, videos, and games as well as using 
Microsoft Office programs in a mobile capacity. The phone is available in 8GB or 16GB 
models and includes extra features such as Bing Map and Bing Search functionality. 
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y/ Over 5,000 Midsize Consumer Goods Companies 

V Over 20,000 Midsize High Tech Companies 
>/ Over 36,000 Midsize Manufacturers 

• Over 5,000 Midsize Banks 



Get Better Results With Oracle 




oracle.com/goto/midsize 

or call 1.800.ORACLE.1 



Copyright ©2009, Oracle. All rights reserved. Oracle is a registered trademark of Oracle Corporation and/or its affiliates. 

Other names may be trademarks of their respective owners. 



Lenovo® recommends Windows® 7 Professional. 



^nVIDIA. 

OPTIMUS™ 

TECHNOLOGY 






KILLER GRAPHICS PERFORMANCE. 
EXTREME BATTERY LIFE. 
THINKPAD T SERIES: POWERED 
BY NVIDIA 8 OPT1MUS TECHNOLOGY 





mil 
ill 






KLbULUllUM - 4tfU 



S - 450000000 
POLYGONS/SEC 



DATA RATE; 47689500 






BATTERY WE 
POWER SAVED 



BLUETOOTH, WI MAX 



"GIVES USERS BOTH 
THE PERFORMANCE THEY 
WANT AND THE BATTERY 

UFE THEY NEED."-ROBENDERL£ 



Lenovo ThinkPad® T Series 

The new Lenovo ThinkPad T Series. The first line of business 
notebooks with NVIDIA® Optimus™ technology built in. That 
means, blazing-fast graphics performance when you need it and 
power savings when you don't. Combined with superior wireless 
performance and faster processors, these notebooks are the 
ultimate business machines. Small details. A biq difference. 



WWWlENOVO.COM/OPTIMIZEDFORBUSINESS 
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